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AHHOTAIMSA

Mertoauyeckue pPEKOMEHJAIMK TOATOTOBJIEHBI B TOMOINb Ieaaroram
oOpa3oBaTeIbHBIX OPTraHM3allMii U OPUEHTHPOBAHBI HA OKa3aHUE METOJIMYECKOMN
MOMOIIM TelaroraM OCHOBHOTO OOWIEro, cpenHero (MoJHOro) ooOIero u
JOTIOTHUTEIFHOTO 00pa30BaHMS M0 OPTaHU3AIMN U TPOBEICHUIO TEMATHIECKOTO
ypOKa, TMOCBSIIEHHOTO0 OCHOBaM (pMHAHCOBOW Oe3omacHocTH B cetu MHTEepHeT. B
METOMYECKUX PEKOMEHIAITUSIX MIpEIIararoTCs KOHIICTITYaJIbHBIC,
CoJIep KaTeIIbHbIEC, METOJUYCCKAE W TEXHOJIOTHYECKHE TOAXOIbI K TPOBEICHUIO
ypoKa.

B PexomeHpanusx pacKpbhIBaeTCsd KOMILUIEKC BOIPOCOB, CBS3aHHBIX C
MpOBEJIEHUEM JlaHHOro Meponpusatus. Ilpennaraembie MaTepuanbl  HOCST
PEKOMEHIaTeIbHBIN XapaKTep, MOATOMY IMPEINO/IaBaTellb MOKET MPOBECTU 3aHSITHE,
ONMUpPAsACh HA JIAHHBIE Pa3paOOTKU, UCXOAS U3 COOCTBEHHOTO OIbITa, YUYHUTHIBAS
BO3pACTHBbIE 0COOEHHOCTH, YPOBEHb MOATOTOBKU O0YUYAIOIIMXCS, a TAKXKE TPATUIIUN
pervoHa.

IosscHuTEIbHAA 3aIIUCKA

duHaHcoOBOE 00pa30BaHUE MOJIOJIEKHU CIIOCOOCTBYET MPUHATUIO TPAMOTHBIX
pelIeHni, MUHUMU3HUPYET PUCKHU M TEM CaMbIM CIIOCOOHO MOBBICUTH (PMHAHCOBYIO
Oe3omnacHocTh HaceneHus. Huskuil ypoBeHb (PUHAHCOBON I'PaMOTHOCTH MOKET
IPUBECTU HE TOJIBKO K OAaHKPOTCTBY, HO U K HETPAMOTHOMY IJIAHUPOBAHHUIO BbIX0/1a
Ha MEHCHIO, YA3BUMOCTH K (PHAHCOBBIM MOIIIEHHUYECTBAM, YPE3MEPHBIM J0JTaM U
COLIMAJIBHBIM ITpo0ieMaM, BKItoUas JEMPECCUI0 U IPOYME JIMYHBIE MPOOIIEMBI.

Llenv — co3ganue ycinoBui aisg (GOpMUPOBAHMS Y OOydaromIMxcsi 0a30BbIX
MPEACTABICHUA O (PUHAHCOBOM IPAMOTHOCTH M OCHOBHBIX IpaBuiax (PMHAHCOBOM
0e30MacHOCTH JTUYHOCTU B ceTu HTepHeT.

3aoauu:

v’ chopMHPOBaThH YOEKICHHOCTH 00YYAIOLIMXCS B TOM, UYTO (DHHAHCOBAs
IPaMOTHOCTh W (prHAHCOBas OE30MacCHOCTh — JIMYHAsA (CeMEWHas) |
rocyJapcTBeHHasi, — OCHOBa (PMHAHCOBOTO OJIATOMOTYYHS;

v’ 3aJI0)KUTh Y OOYYaOMIMXCS YCTAHOBKH TI'PAMOTHOTO (DMHAHCOBOTO
noBeeHUss B cetu UMHTepHeT, 3akpenuTh 0a3oBble (PUHAHCOBBIC
MOHSTHSI, OTPabOTaTh AJITOPUTM PEIICHUS CIOXKHBIX >KU3HEHHBIX
CUTyallud, CBS3aHHBIX C OIIACHOCTBIO CTaTh KEPTBOU YTEUKHU
NEPCOHATIBHBIX, B TOM YHCIIe OMOMETPUUYECKUX, TAHHDIX;

v' chopMHupOBaTh Y 00yUarOIUXCs 001Iee MPeICTaBIeHNE O PUHAHCOBBIX
pUCKaX B COBPEMEHHON 5SKOHOMHUYECKOW CHUTyallMd; MOHUMaHUE
CUCTEMHOH B3aMMOCBSI3M JIMYHOM (PUHAHCOBOM O€30MacHOCTH U
(brHAHCOBOM 0€30MacHOCTH rOCy/1apCTBa; MOHUMAHKUE OMACHOCTH ISt
rocyJlapcTBa M rpax<jaH mpecTyruieHui B cpepe puHaHCOB.

Ha ¢done nudpoBuzanuu Bcex chep Hamel XM3HU MOJIOACKDL CTAHOBUTCS
aKTUBHBIM TOJIb30BaTeNeM (UHAHCOBBIX yeiyr B IHTepHeTe. Tak, KaXKablil TpeTuit
MOJPOCTOK HCIOJIb3yeT O€3HATMYHBINA CIMOCO0 OIIaThl, a KaXIblid BTOPOH —
COBEpIIIAET MOKYIKH C MMOMOIIBI0 cMapT(oHa.
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CpaBHUTENLHO BLICOKUHM ypOBEHb LU(POBOM I'PaAMOTHOCTH' M Hajauuue
cMapTPoHa MO3BOJSET MOAPOCTKAM HCIOJIb30BaTh MOOWJIBHBIA M MHTEPHET-OAHK
(56% u 38% COOTBETCTBEHHO).

HecMoTpst Ha TO, YTO HaJIWYHBIE OCTAIOTCS HauboJiee PacHpoOCTpaHEHHBIM
CIIOCOOOM OTUIATHI Y MOAPOCTKOB (42%), O0mbIIas UX J10JsI COBEPIIAET MOKYIKU
oesnannuno (32%). Iloutm mnomoBuHa mOAPOCTKOB (43%) OECKOHTAKTHO
pacriauMBaeTcsi C MOMOIIBI0 cMapT(hoHa.

CorylacHO  CTaTUCTUYECKMM  JaHHBIM  HaIlmoHaJIBHOTO  areHTCTBa
¢unancoBeix wuccnemosannii (HA®N)?, B Poccum tompko 10% HaceneHus
JEMOHCTPUPYIOT CTAOMIILHO BBICOKHIA YPOBEHb (DMHAHCOBOW TPAMOTHOCTH, TIPUYEM
HanOoJiee GUHAHCOBO TPAMOTHEIE 0 B Poccun — 3T0 My X4HMHBI U KEHITUHBI B
Bo3pacte 40-49 net, umeronue BhICIIee 00pa30BaHUE, a TAKKE KUTEIU KPYIHBIX
TOpPOJIOB.

Kaxnprii BTopoil mpeactaButenb Moionexu (53%) cuuTaeT, yTO eMy He
XBaTaeT 3HaHMA O (PUHAHCOBOM OE€30MaCHOCTH: MO MHEHHUI0 48% OMpPOIIECHHBIX,
HEKOTOpbIE 3HAHUS B 3TOU chepe y HUX €CTh, HO UX HEJJOCTATOYHO IS TOTO, YTOOBI
3alUTUTBCA OT MOIICHHUYECTBa, a 5% 3asBIAIOT, YTO 3HAHMM O OE€30MaCHOM
oOpariennu ¢ (PMHaHCaMM Y HUX HET BooO1e. Yaiie He yBepeHbI B CBOUX 3HAHUSIX
MOJIPOCTKH B Bo3pacte oT 14 1o 17 net (53%).

Cpenu poccHiicKoi MOJIOJICHKH MOMYJIIPEH Pl HEBEPHBIX YCTAHOBOK C TOUKH
3peHust UHAHCOBOM OE30MaCHOCTHS.

B nepByto ouepeab, 93TO OMMOOYHOE BOCHPUSITHE HAJIEKHOCTU
KPUNTOBAIIOTHl KaK MHCTPYMEHTa WHBECTUPOBaHUA: 65% MOIOIBIX POCCHUSH HE
OCO3HAIOT BBICOKHE PUCKH ITU(POBON BATIOTHI M CUMUTAIOT, YTO BJIOKCHHUS B HEe
SIBJITFOTCSL OJHUM W3 HAJCKHBIX CITOCOOOB yOepeub NeHbru oT MHpsammu. Takas
MO3UIIMS B OOJBINCH CTENEHW XapaKTepHA Ui MOJOJBIX JKHUTEICH KpPYITHBIX
ropoaoB (49%) u onpomieHHBIX OT 18 10 24 net (46%).

[Toutn nBe TpeTH MpEACTaBUTENECH MOJOJNEKH OMMOOYHO YOEKIEHBI, UTO
CYIIIECTBYET MHOTO MPOCTBIX CIIOCOO0OB MPEYMHOKEHHS KalmuTala (C 9TUM COTJIACHBI
60% ompomeHHbIX). HemoHMMaHWE COOTHOIICHUS pPHUCKA W JOXOJHOCTH
(YMHAHCOBBIX MHCTPYMEHTOB TE€M CaMbIM CO3/Ia€T MPEAMOCHUIKH JUIsI MAaCCOBOTO
BOBJICUCHHUSI MOJIOJBIX JIIOJIEH B BBICOKOJOXOJHBIE M YacTO HeEJETalIbHbBIC,
COTPOBOXKIAFOIIHNECS BBICOKUMH PUCKaAMU, HHBECTUITMOHHBIE CXEMBI.

Mooaexp Takke MpeHeOperaeT 3alluTON IEePCOHANBHBIX JaHHBIX IIPH
COBEpIIICHUN OHJIalH-IUIaTeXe. boree monoBUHBI MOJOIbIX poccusiH (59%) He
YACIAIOT JIOJDKHOTO BHHMAaHHUS COXPAHHOCTH CBOMX IIEPCOHAIBHBIX JIAHHBIX,
COBepIIIas MOKYIKK B MHTEpHETe. Yate qpyrux 00 3TOM 3asMBJISIOT MPEACTABUTEIH
3penoit Mmonoexu (57% cpeau onmpoIIeHHbIX B Bo3pacte oT 25 110 35 ner).

! VpoBenb nu)poBoii TPaMOTHOCTH MOIPOCTKOB COCTaBgeT 73 m.o. u3 100, 1 CpaBHEHMS — HMHJIEKC B3POCIBIX
paBeH 52 ../

2 Nlannbie ¢ noprana «Mowu gunancen» // URL: https://xn--80apaohbc3aw9e.xn--plai/article/finansovaya-gramotnost-
rossiyan-vyrosla-za-poslednie-4-goda/ (nara o6pamenwus: 19.01.2023).

3 Penpe3eHTaTUBHBIN OMPOC MOJIOJIEKM MPOBEAEH B MioHe 2022 T. ¢ momolplo oHnaiiH-nanenu Ter-o-Trer-M.
Onpomensr 1000 genoBek B Bo3pacte oT 14 mo 35 ner. // URL: https://nafi.ru/analytics/kazhdyy-vtoroy-predstavitel-
molodezhi-schitaet-chto-emu-nedostatochno-znaniy-o-finansovoy-bezopasnos/ (nata oopamenus: 19.01.2023).
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B coBpemenHOM Mupe OHOMETpUYECKHE ITaHHBIE CTAHOBSTCS OCHOBHBIM
CPEICTBOM MIACHTU(PHUKAIUH JIMYHOCTU IIPU COBEPLICHUH (PMHAHCOBBIX OIEpaluil B
cetn IHTEpHET: 110 pe3yabTaTaM MCCIIEJOBAHUS IUIATEXHOW cUCTeMbl Visa, OaHKU
U IUIaTeKHBIE CHUCTEMbl OIEPENWUIM COLMAJIbHBIE CETH, IPOU3BOJUTENEH
MOOUJIBHBIX TEJIE(POHOB U COTOBBIX ONEPATOPOB IO YPOBHIO JOBEPHUS CO CTOPOHBI
poccusiH — 48% pECHOHJEHTOB JOBEPSIOT UM XPAaHEHUE CBOMX OMOMETPUYECKUX
JTaHHBIX.

Camoe 0o0mbIIoe TPEANOYTEHHE U3 OHOMETPUH PECIOHACHTHI OTIAIOT
ornevatky naigpua (92% pecrnoHAEHTOB), JIMLIO B UACHTU(MUKALMH HCIOJIB3YIOT
17% onpomenHsix, ronoc — 12%. [Ipu 3TOM naposisiM U NUH-KOAAM POCCHUSHE
CUMIIATU3HPYIOT MeHblIe. TeM He MeHee 51% OmpomIEeHHBIX MMEIOT HECKOJIBKO
IIapoJIey K CBOMM akkayHTaM. [Ipr 3TOM KaKIbIi IECATHIN MOJIb3YETCA JIMIIb OHUM
napoJjieM JUisl BXoJa BO Bce akkayHThl. Kak ormedaer Visa, HIMEHHO TPYIHOCTH C
3alIOMMHAHUEM MOATAJIKUBAIOT POCCUSH K HMCIHOJB30BAaHUIO OJHOIO M TOTO XK€
naposst Il pasHbIX AaKKayHTOB, TE€M CaMbIM I[IOBbIIIasg PHUCK HUX B3J0Ma
MollleHHUKaMu. WneHTudukanus mno OMOMeTpuM H30aBIsSIET OT 3allOMUHAHUS
MHO>KECTBA MapoJIel ¥ MUH-KOJOB — M 3TO INIABHOE IIPEUMYILECTBO, CUUTAIOT 47%
OIPOIICHHBIX.

Kaxaplii 4eloBEeK MOXKET CTOJIKHYTBCSI C MOIICHHUYECTBOM  IIPH
noTpeOJeHNN (PUHAHCOBBIX YCIYr, YTEUYKOW MEPCOHANbHBIX JaHHBIX IPH
COBEPILIECHUN OHJANH-TIOKYNOK. BONBIIMHCTBO MOAOOHBIX HHIMAECHTOB MOYKHO
n30exaTh, NPUMEHSS MpaBUja M MEPbl MPEIOCTOPONKHOCTH B 3TOM 00JacTH,
oOBeAUHSIOIIMECS 1O OOIINMM Ha3BaHHEM «(HUHAHCOBAsI 0€30MACHOCThY.

B nocneanee Bpemsi (MHAHCOBBIE MOTEPH CIYYAIOTCS OYEHb YAaCTO Ha BCEX
YPOBHSIX, 3aTparuBags M  MaKpOIKOHOMHUYECKHH  (0OIIerocyaapCTBEHHBIH,
HallMOHAJNbHBIA) YpPOBEHb, W YpPOBEHb OTACNIbHbIX TrpaxaaH. DuHaHCOBas
0€30MMacHOCTh JINYHOCTH 3aBUCUT KaK OT YpPOBHSA (PUHAHCOBOM U, UIMpE,
HKOHOMUYECKOM O€30MacHOCTH TocyJapcTBa, TaKk M OT (DMHAHCOBBIX PELICHUH,
IPUHUMAEMBIX CaMUM TPaXIaHWUHOM, TO €CThb YPOBHSI €r0 OCBEIOMJIEHHOCTH B
BoIpocax ()MHAHCOBOW T'PaMOTHOCTH B I1IeJIOM, U (pMHAHCOBOW 0€30MacHOCTH, B
YaCTHOCTH.

PackpbiTie OCHOBHOI TeMBbl ypOKa HampaBlieHO Ha (POPMHpPOBAHUE OCHOB
(¢uHAHCOBOM KyJNbTYpbl OOy4YalOIIUXCS, BOCIIUTAaHUE MOHMMAHUS WMU Ba)KHOCTU
npruoOpeTeHus: 0a30BbIX 3HAHMM M HABBIKOB OOECIEYEHUs JIMYHOW (hPMHAHCOBOM
0€30MacHOCTH U €€ B3aMMOCBSI3U ¢ (PUHAHCOBON 0€30MaCHOCTHIO TOCYAAPCTBA.

OcHOBOM ypOKa CTaHyT OTBETHI Ha psAJT BONPOCOB: «Kak 3alMTUTL CBOU MpaBa
Kak notpedurens (uHaHcoBbix yciyr? Kak o0e3omacuTh CBOM MEPCOHAIIBHBIE
naHHble oT yTeuku? Kak o6e3onacuTh ce0st OT 3JI0yMBINUIEHHUKOB B COLIMANIbHBIX
CETSX U OHJIAMH-Urpax?».

B pamkax moAroToBKH K ypOKYy MOXHO 3aJeiicTBOBaTh MH(OPMAaLMOHHbBIE
BUJICOPOJIMKH, KOMUKCHI U OPOIITIOPHI, TOCBAIIEHHBIC (PMHAHCOBOW 0€30MaCHOCTH.

OOyvaromuMcsi MOXKHO TMPENJIOKUTh PEHIMTh CUTYallMOHHBIC 3a/laHusl,
IIPOAHATIM3UPOBATh CTATUCTUYECKUE JAHHBIE U TEOPETUUECKUI MaTepHall HA TEMY
dbuHaHCOBOW 0€30MacHOCTH JIMYHOCTH B ceTu HHTepHeT, mopaccykaaTh Ha
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NPEVIOKEHHYIO T€IarorOM TEMY, BbICKa3aTh CBOE MHEHUE M TOACIHUTHCS
COOCTBEHHBIM OINBITOM B OTHOIIEHUH CHUTYyallMii, KOrJa y 4YeJOBEKa MOXKET
BO3HMKHYTh MOTPEOHOCTh BO BJIAJICHUM TEM WM UHBIM MPaBUIOM (PUHAHCOBOM
0€30MacHOCTH.

B Xxone moAroToBKM K MPOBEACHHUIO YpOKa YUYUTEIS MOTYT OOpaTUThCS K
MarepuaiaM Meauareku MexAyHapoJHOro Yy4eOHO-METOJAMYECKOro IIEHTpa
¢bunancoBoro Mouutopunra (https:/mumcfm.ru/mediateka), oGpa3zoBaTenbHO-
MIPOCBETUTEIILCKOTO  cepBUca  HaydHo-mccnmenoBaTelbckoro  (DMHAHCOBOTO
nHcTUTyTa MuHKCTepcTBa prtHaHCOB Poccuiickoit denepariun (MoupuHAHCHLPD).

Oc00eHHOCTH OPraHu3auN Y4e0HO JesiTeJIbHOCTH

BaxxHpIM  ycJOBHEM IOCTIDKEHHUS TMEJarorWyecKux 3afad  sBIACTCSA
OpraHu3alys Yypoka TakuM o00pa3oMm, 4TOObl (pOHTANIbHAS, TpPYIIOBas H
WHANBHUIyaJIbHasg paboTa B3aMMHO JOMONHSUIM Npyr apyra. Ilpu moarotoBke u
MPOBEJICHUH 3aHATHS HEOOXOAMMO YYHUTHIBATh BO3PACTHBIE W 0Opa3oBaTEIbHBIC
BO3MOYKHOCTH 00y4aromuxcsi. Bo3M0okHO u3aMeHeHne oo0bemMa y4eOHOro BpEMEHH,
OTBOJMMOTO Ha TOT WJIM MHOW pa3jiesl ypoKa B 3aBUCUMOCTH OT BO3MOXKHOCTEU M
MOTPEOHOCTEN 00yJaIOIIUXCS.

OcHOBHBIE Te3UCHI YPOKA

CoBpeMeHHOE OOILECTBO CTPEMUTENBHO pPa3BUBAETCA BO BCEX cdepax, He
UCKJTIIOYCHHEM CTAHOBSATCSA W (PHHAHCHI, KOTOPHIE CErofHs BOUPAIOT B ceOs Bce
NOCNIeIHUE JOCTHKEHHMsI HaydyHOTo mporpecca. B Takoill cuTyalluu riaBHOE He
IIPOCTO HAYYUTh YeJIOBEKa IeHCTBOBAThH 10 AITOPUTMY (UTO TOKE OYEHb BayKHO IIPU
pelieHnd MHOTUX (UMHAHCOBBIX 3aad), a CcGOPMUPOBATH KOMIIETEHLHUIO
OPUEHTHPOBAThCSI B  ()MHAHCOBOM INPOCTPAHCTBE, OLEHUBATh pa3IUYHbIC
alIbTEpHATUBBl pPELICHUS (UHAHCOBBIX MPOOJEM U MNPUHUMATh ONTHUMAaJIbHOE
pellieHne B KOHKPETHBIX KU3HEHHBIX 00CTOATEIbCTBAX.

PesynbraTel uccnemoBaHusi MeXIyHaApOJHOTO  Y4EOHO-METOAMYECKOTO
neHTpa (uHaHcoBoro MoHmTopuHra (MYMILI®M)* mnokasanm, 9T0 MOJIOAEKE
MPOSIBIIICT HAWOOJBIIUNH MHTEpPEC K TeM aclekTaM (UHAHCOBOW O€30MacHOCTH,
KOTOpbIE CBA3aHBI C 3alIMTOM WX JMYHBIX NpaB B (unHancoBou chepe (78%),
MH(OPMAIMOHHOW O€30MaCHOCThIO JIMYHOCTH B (uHaHcoBoW cdepe (67%) u
oOecrieyeHueM 0€30MacCHOCTH OMOMETPUUECKUX MEPCOHANBHBIX TaHHbIX (73%).

B Hamem oOmiecTBe Ha COBPEMEHHOM, «HMH(GOPMAIIMOHHOM» 3Tare €ero
pa3BuTUs, HMHpOpMAIUs SBIseTcs HaumOojee 3HAUYMMBIM — pECcypcoM, a
UH(GOPMAIIMOHHOE TI0JI€ — OCHOBHBIM MECTOM OOMTaHHUsI COBPEMEHHOTO YeIOBEeKa.

B ocHOBe Bcex JOCTYMHBIX HaM CEPBUCOB, YCIIYT, C MOMOIIBIO KOTOPBIX MBI B
TOM YHUCJIE€ YINpaBsieM HalIUMU (PUHAHCOBBIM aKTHMBAMH W OCYILECTBISEM

4 PenpeseHTaTUBHBIN OMPOC MOJIOZIEKH MPOBEJEH B apTHEPCTBE ¢ MYMIIOM B centsabdpe 2022 r. Onpomenst 1000
4enmoBek B Bo3pacte ot 14 mo 35 mer. / URL: https://nafi.ru/analytics/finansovaya-bezopasnost-chemu-i-kak-obuchat-
molodezh-/ (mata obpamenus: 9.01.2023).
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(¢uHAHCOBBIE ONEpaluy, JeKaT pa3IUYHbIe BUIBl OAHHbLIX, CPEOU KOTOPBIX
HENOCPEICTBEHHOE OTHOLLIEHUE K HAM UMEIOT NePCOHANIbHbBIE OAHHbLE.

B ceru UHTepHeT XpaHUTCS OECUMCIEHHOE MHOYKECTBO  HAIIUX
NEPCOHAIBHBIX JAHHBIX, (OPMUPYIOUINX T.H. «UU(POBON Npoduiib» YeIoBeKa —
HaOOp BceX CIIEOB CYLIECTBOBaHMs, KOTOPbIE OH OCTaBIIAET B IIuppoBoM mupe. C
TEYEHUEM BPEMEHHM TaKHX CJIEIOB CTAHOBUTCS BCE OOJIbIIE: BHEAPSIOTCS HOBBIE
raJUKeTbl (HampuMep, YMHBIE 4Yachl JJIi MOHUTOPHHIA COCTOSIHUSL 3/10pPOBbs),
TEXHOJIOTHH OTCIICKUBAHUS MEPEMEIICHUHN 1 001eHus, Iu(poBas uaAeHTUPUKALIUS
JUYHOCTH.

JloGaBisisi HOBbIE JaHHBIE K YK€ MPHUBBIYHBIM (oTorpadusM, Mmaposism,
uctopuu noricka B luTepuer-0paysepe, cepe MHTEPECOB, MbI MOTYYaeM MOTHBIN
Ha0Op MHAMBUIYATbHBIX YEPT U OCOOCHHOCTEHN YeIoBeKa, TOJLKO OLU(POBAHHBIN.
AHanu3 00ybIIOro 00beMa JAHHBIX O YesoBeKe (MU HU(POBOM aHAIN3 IMYHOCTH)
IIO3BOJISIET CYAUTb O €ro HHTEJUIEKTyaJIbHOM YPOBHE, KOMIIETCHUUSX,
BO3MOYKHOCTSIX, IEPCIEKTHBAX.

Hecmotpst Ha TO, uTO 1M(POBBIE TEXHOJIOTUHU YHPOIIAIOT HAIly >KU3Hb BO
MHOTHX aCIEKTax, OHU K€ MOPOKAAT U MHOXKECTBO yrpo3. HekoHTpoaupyeMblit
coop uH(pOpPMaLMKU O YENOBEKE MOPOXKIAET MAJsi HEro psJl OMACHOCTEW — OT
0€300UAHbIX, HO HA30MJIMBBIX CIAM-3BOHKOB 1O MaHUIYJIMPOBAaHUS MHEHUEM,
CO3HAHHUEM, KPaXkH €ro «IM(PPOBOM TUUHOCTH» U IE€HEKHBIX CPE/ICTB.

Ymo maxkoe «nepconanvHvle OanHvle» !

Ilepconanvubie oannvie — mo0ast HHOOPMALIKS, OTHOCSIIASACA K TIPSIMO WU
KOCBEHHO K OIpPEACIICHHOMY WJIM OmnpeneiasieMoMy (pu3nueckoMy Jiniy (CyOBeKTy
NEPCOHANIBHBIX JaHHBIX), TO €CTh 3TO JIt00ast UHPOpMaLKs, KOTOopas MpsSMO WITU
KOCBEHHO YKa3bIBA€T HA BAC, UJIM KAaK-TO CBA3aHA C BAMHU.

Cy1iecTByeT HECKOJIBKO 84008 NEPCOHANbHBIX OAHHBIX:

a) obmume — aMumms, UMsi, OTYECTBO, MTACIIOPTHBIEC JaHHbIE, AaTa U MECTO
POXKIEHUs, apeca PErUCTPali U MECTa IPOKUBAHHUS;

0) cnenManbHble KaTErOPUH MEPCOHANBHBIX JAHHBIX, K KOTOPBIM OTHOCSTCS
HAI[MOHAJIbHOCTh, IMOJUTUYECKUE, PENIMTHO3HbIE WM (Quiiocockue B3IISABl U
yOexaeHUsI, CBEJICHUS] O COCTOSTHUU 3710POBbsI, UHTUMHOW KU3HU, CYAUMOCTH;

B) OOILENOCTYNHbIE IEPCOHAIbHBIC JaHHBIC, pa3pEIICHHbIC JIUIIOM s
pacnpoctpaHeHust (MHGopMalus, KOTOPYIO TNPEAOCTaBIsIEM HEOTPAaHUUYEHHOMY
KpYTY JIUII Yepe3 COLMAIbHbIE CETH, HATIPUMED);

B) OMOMeTpHUYECKHe IEPCOHANbHBIE JaHHbIE — OTIEYATKU MaJIblIEB, PUCYHOK
paayXHOM 000JI0UKH ri1a3a, pUCYHOK BeH Jaaonu, koa JJHK, cienok ronoca;

r) 00e3NMYEeHHbIE — JaHHbIE, MO KOTOPHIM HEBO3MOXXHO YCTAaHOBHTH
4yelioBeKa, HE UuMes JOMNOJHUTEIbHBIX JaHHBIX (Ta0nuia co 3HAYEHUSIMU
UJECHTU(UKATOPOB).

PA3JAEJI 1. lIndposoii npoduib JUIHOCTH U OMOMETPUYECKHIE
NepCcoOHAJIbHbIE JAHHbIE
ANTOpUTMBI CErOJHS 3HAIOT O 4YeJOBEKE Tropaszno OoJblle, 4YeM ero
COOCTBEHHBIC POJUTEIN, UMESI B CBOEM PACTIOPSHKEHUHN HE MPOCTO HHPOPMAIIHIO O
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YEeM-TO KOHKPETHOM — IIEJIbIN TIJIaCT JAHHBIX, KOTOPBHIM OTKPHIBAET BO3MOXKHOCTH
co37aTh KOHKPETHYIO JINYHOCTH B IIU(POBOM MHpE, aHAJIOT KMBOTO YEJIOBEKA.

[TonsitTue tU@PPOBON JIMYHOCTH TMPOYHO BXOAUT B OOMXOJ, U MBI YK€
OTIIEJsieM €ro OT MOHATUA «Mpoduis» B COLMAIbHBIX ceTax. Eciau mepBoe
orpejiesieHre OOJbIIe UCIOJIb3YyeTCsl B HAYYHOM MHUpE, B pa3paboTkax, TO €O
BTOPBIM YK€ HMEIOT [IeJ0 TMpakTU4Yecku Bce. B sTom Kimode u cieayer
paccMaTpuBaTh BOIPOCH (PMHAHCOBOM 06€30MacHOCTH U(POBOM JTMUHOCTH.

Kax npoucxooum noxuwenue yughposoti iuunocmu ?

[locne mepexoma MHOTHX cdep [eATENbHOCTH dYeloBeka B HHTepHeT
nudpoBas JIUIHOCTh Takke mpuoOpena neHy. OHa crajia TOBapOM CO CBOUMHU
XapaKkTepUCTUKAaMH, ILEHHOCTbIO M CTOUMOCTBbIO. M peub uaeTr He mpocTo O
3aBJIaJICHUHU [1apOJIEM WJIM MPABOM JIOCTYIIA.

B ocHOBe Bcero COBpEMEHHOTO MapKEeTHHTa JIEXKUT IUGPOBON aHaANIMU3
JUYHOCTU. 3a CBEJCHUS O MPEANOYTCHHUSX 4YeJIOBEeKa, €ro obOpasze >KU3HH U
NOTPEOHOCTSIX TOTOBBI IUIATUTH. [lpuueM yeM OoJbllle KOMIAHUU TOTOBBI
BKJIJIBIBATh, TEM OOJIBIINN 00BEM JIAHHBIX MOJIYYalOT OHU B CBOE PACHOPSKEHUE.
brnaronmapsi aTomy paboTalOT «yMHBIE JIEHTBD», TOYEUYHBIE TMOKAa3bl PEKIAMBbI,
OTCIICKUBAHUE TOTOKOB JIIOJICH MpHU TMOKa3axX PEKIamMbl — 3TUM YXK€ HHUKOTO HE
yAMBUIIIb, HO Mbl TAaKK€ HE JI0 KOHIIA 3HAE€M, HACKOJIBKO JaJIEKO MPOCTUPAETCS
JTaHHBIN aHaIU3.

Jla’xxe B3pOCIHBIN YEJIOBEK, HE TOBOPS O MOAPOCTKAX, HE B COCTOSIHUU JATh
CBOE OCO3HAHHOE COIIACHE Ha TO, YEro He 0 KOHIA MOHWMAET, B TOM BpeMs Kak
nrdpoBasi TUYHOCTH MOXKET JIETKO CTaTh OOBEKTOM HEMPAaBOMEPHBIX JIEUCTBUHU.
Takue sBIEHUS, KaK IMOXUIICHHE ITU(POBOW JHYHOCTH, YK€ MPUCYTCTBYIOT B
COBpPEMEHHOU peanbHOCTH. Ecan koMmanus paboTaer ¢ ynpaBieHHeM (pruHaHcaMu
rpakaaH 1 Ou3Heca, 00JIBIIOE KOJIMYECTBO JIFOIEH 3a00TAT BOMPOCHI O TOM, UTO OHA
nenaer ¢ uHpopManuer o0 uX (PUHAHCOBBIX AKTHBAX, IEISIX WHBECTUPOBAHUS,
TOTOBHOCTH K PUCKaM U T.J.

Hpyroit npumep: B Hauane 2019 roja crano U3BECTHO O TOPTOBOM IIOMIAJKE
Genesis, yepe3 KOTOpyio mpojaaBanu Oosiee 60 ThICAY YKpaJCHHBIX ITU(POBBIX
JUYHOCTEH, a TakkKe O CIEIHATIbHOM Opay3epe CO BCTPOEHHBIM T€HEPaTOpPOM
1U(POBOTO ClIe/Ia YEIOBEKA.

Kaxyrwo ungopmayuro kpaoym?

Kpaxa tudpoBoii TMUHOCTH — homo, 6udeo ¢ auiux CmpaHuy 8 COYUAIbHbLIX
cemsx, AkKayHmos u npoguietl, Nacnopmusix OAHHBIX U KONULL OOKYMEHmMO8, ceapu
c 0oKymeHmamu, ¢pomo OAHKOBCKUX KApm — MOXKET ObITh COBEpIIICHA C pa3HbIMU
HeassMHU: OT OaHallbHOW Mpojaxu WHGOpPMALUM A0 IMaHTaXa, WCIOJb30BaHUS B
MOIIIEHHUYECKUX cxeMax. CaMblid MPOCTOW MPUMEP — MCIIOJIb30BAHUE HOMEPOB
Tene(OHOB, UMEH, CBEJICHUM U3 )KU3HU U Tojioca JJ1si OOMaHa U MOIIICHHUYECTBA.

3auem kpaoym yugposyr uuHocms?

JlocTymn K 9y’KOMY aKKayHTy OTKPBIBAET IIMPOKUE BO3MOXKHOCTH. MOXKHO
YUTATh NMEPEMUCKY U BECTU €€ OT UMEHU BJIaJIEIbIa, MOXKHO CJICIUTD 32 HUM, UCKATh
KOH(HICHIIMATbHYI0 WH(POpMAIKIO, MyOJIUKOBATh OT €ro JIMIa KOHTEHT, TPOCUTH
MEPEBECTH JICHET, PACIIPOCTPAHSAThH CIIaM, UCII0JIb30BATh ISl PACKPYTKH PEKIIAMHBIX
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rpynn. Bce 310 — yrpo3bl, KoTopbie HeceT B ce0s yTeps MEepCOHATbHBIX JaHHbIX,
COCTABJISIIOIIMX HU(PPOBYIO TMYHOCTh KOHKPETHOTO YEJIOBEKA.

1. Mowennuuecmeo. 1lon BUAOM 3HAKOMBIX HaM JIIOJEHd MOILIICHHMKH,
co3faBasi (PeHKOBbIE AKKAayHTBI, BBIHYKIAIOT, yOEXKIAIOT HAC NEPEXOJUTh Ha
HE3HAKOMBIE CAMTBI, TO3BOJIAIOIIME UM IMOJYYHUTh JOCTYII K HAIIIUM JEHbraM.

2. Ilonyuenue 6omycoeé u ycaye no nocmoniame. HexkoTopble U3 Hac
CTJIKUBAIIUCh C peKJIaMOi OYKMEKEpPCKHUX KOMITaHWM, (OopeKc-CalToB, OHJIANH
MOKEP-PYMOB U JPYTUX CAUTOB, MpEiaratoinux HOBbIM KIIMEHTaM JEHbIM Ha CUET,
Ha KOTOPBIE BBl MOYKETE BOCIOJIb30BATHCS yCIyraMHu. Y KpaJeHHbIE TaHHbIE OyayT
WCITOJIb30BaHbl 3JIOYMBIIUIEHHUKOM I CO3/IaHUSI aKKayHTa C IEJIbI0 MOIYYEHUS
6onycoB. Kak nmpaBuio, 310 10cTaTouHO 6€300MAHO I KEPTBBI, Pa3Be UTO BbI HE
CMOKETE BOCIIOJIb30BaThCA PEKIIAMHBIM MpeasiokeHrueM B Oynymem. Kyna menee
pPaay’KHBIMU MOTYT OBITh TOCJEACTBUS MPUOOPETEHUS HA YKPaJCHHBIC JaHHBIC
YCIYT MO TMOCTOIIATE, KOrJa 3JI0YMBIIUIEHHUK PETHUCTPUPYET HA BallU JAHHBIC
aKKayHT, UCIIOJb3YET YCIYTH, a B KOHIIE BMECTO UX OIUIAThl IPOCTO Hcue3aer. B
ATOM CJIydae OT Ballero UMEHU COBEPILAETCS MTOJHOLEHHOE MOILIEHHUYECTBO.

3. Pecucmpayus axxkaynmos. dortorpaduu nroaeil UCMIONB3YIOTCA TPH
CO3[IJaHUM aKKAyHTOB JJISI CllaMa B COLUAIBHBIX CETAX, 3TO YBEIUYUBAET YACTOTY
YCHENIHBIX aTaK. 3a4acTyIO 3JI0YMBIIIJICHHUKHN HE YTPYXKIAI0T ceOst MEHATDH JaHHbIC
u OepyT peasibHbIC JaHHBIC >KEPTBbI, BKIOYass ums U pammimoo. B cetu MoxHO
HaWTHU MPEIJIOKEHUSI O MPOJIaXKe aKKAYHTOB B Pa3JIMYHBIX COIMAIIBHBIX CETAX U
WHBIX caiTax. J[yis peructpaiuu nojoOHbIX aKKayYHTOB 3JI0YMBIIIJIEHHUKN TAKXKe
UCIIOJIB3YIOT KpAJICHHbIE JlaHHbBIE, pEeXe MOJ00HBIE AKKayHThl COOMpArOTCs B
pe3yabTare (PUITMHTa WK YTeUeK JaHHBIX.

4.  IHonyuenue 3atima. CeroaHsi, B YCJIOBHUSIX OOJBLION KOHKYPEHLHUH,
KOMITAaHWH, 3aHUMAIOUIMECs] OHJIaH-3aiiMaMH, MOBCEMECTHO MOHIKAIOT IUIAHKY
TpeOOBaHMI K 3aeMIIMKaM, YIPOIIasi MPOLEAypy MOJyuYeHUs] HEOOIbIIONH CyMMBI.
[TomoOGHBIE PUCKU OKYMArOT BBHICOKHE MPOIEHTHI MO 3aiiMaMm, KOTOpble HHOTIA
JIOXOMST J0 THICSYM MPOLIEHTOB B TOJl, M OOJBIITNE MTpadbl 3a JH0O0YI0 TPOCPOUKY.
MuHrMu3aIus TpoOBEPOK U MPEIOCTABIIEMBIX JAHHBIX IPEBPATHIIA OHJIAH-3aMBI
B JIAKOMBIA KYCOK JJIi MOIIEHHUKOB, OEpylIMX 3aiiMbl Ha 4YyXHe JaHHBIEC. B
HEKOTOPBIX CIIy4YasX MOIICHHUKAM XBAaTHUT AJIEKTPOHHBIX KOMUW ABYX JOKYMEHTOB
JKEPTBBI, HANpUMEp, macrnopra U MnpaB. MOXHO g MX TNOJY4YEHUS CO31aTh
oObsiBIIcHHE O paboTe U TMPOCUTh Yy NOTEHIHMAIBHBIX COUCKATelIel Tmocie
TPUHATHS» Ha PabOTy KOMUU JOKYMEHTOB. MOIIEHHUKH 3HAIOT MHOTO CIIOCOOOB
MOJIYYUTh KOTIMHU JOKYMEHTOB U B35ITh Ha HUX 3aiiM. BBIBatOT U 0oJiee U30IIpPEHHbIC
CXEeMbl MOILIEHHUYECTBA C MOJIy4eHHEM 3ailMoB 0e3 Beaoma Biajenbiia. Ha ognom
U3 PYCCKOSI3bIYHBIX aHJerpayHa (QOpyMOB Kak-TO MOSBUIOCH MPEIJIOKEHUE O
npojaxe aBuadbmieroB 3a 50% oT ux peanbHoi crouMocTH. [Ipepnarapumii yenyry
BJIAJICJICI] CEPBUCA 3aBEPsUI, YTO HUKAKOTO MOIICHHUYECTBA HET, aBHAOUIIETHI HE
MOKYMAalTCd Ha KpaJeHHble cpeacTtBa. llepBoe Bpemsi mocetutenu ¢opyma
OTHOCHWJIMCh C HEJIOBEPUEM K 3aMaHUYMBOMY MPEIOKEHHIO, 3aTEM MOJIOKUTEIbHBIE
OT3BIBBI HA4yaJW TPUBIEKATh BCE OOJbIIe ¥ OOJbIIe KIWEHTOB. KIMEHTHI
OTHPABJISIN 3J0YMBIIUIEHHUKY BCE JIaHHbIC, BKJIIOYAs KCEPOKOMUU JTOKYMEHTOB.
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Hu y ogHOTO M3 KJIMEHTOB HE BO3HUKJIO MPpo0ieM ¢ mojeToM. [IpobieMbr BO3HUKIN
no3xe, Korjga OaHK, B KOTOPOM A3TU OuieThl OQOPMIISUIUCH B KpPEIWUT, Haydal
TpeOOBaTh BEPHYTh CYMMY 32 aBUAOWJIETHI, IPOLICHTHl U BHYIIUTEIbHBIC MTIEHHU 32
npocpoukd. B utore »xeptBbl 3amiatuian 1o 200-300 mpol€HTOB OT peajbHOU
CTOMMOCTHU MPUOOPETEHHBIX OUIIETOB.

5. Mecmwb u nHanecenue epeda penymayuu. B c€Tu MOXHO HalTH HEMAJIO
UCTOPUN KaK HEeIOOpOXkKenaTenu, jKelasi OTOMCTUTh KOMY-JTM0O, BBICTABISUIM €r0
dboTorpaduio U aHKETy Ha pa3IMYHBIX COMHUTEIIBHBIX caiTax. [ maBHas mpobiaema
B TOM, YTO JaXK€ €CIU CalT yHaluT Qororpaduio u mpoduiab >KePTBBL, K 3TOMY
BPEMEHHU JPYTHE CAWTHI, KOMUPYIOIINUE JAaHHBIC, PA3MECTIT y ceOs ee mpoduIb,
dboTorpadus monaAéT B MOMCKOBYIO BhIAAYy MO KapTHHKAM. Y JaJUTh JaHHBIE CO
BCEX CAMTOB M MOUCKOBBIX CUCTEM YACTO CTAHOBUTCS MPAKTUYECKHU HEpa3pelIuMon
3a/1aueil, 0COOCHHO €CJIM Y JKEPTBBI HET Ha 3TO JOCTATOYHBIX CpeACTB. Eciu Bbl
YeJIOBEK, 3aBUCHUMBIN OT peIyTaluu, HEA00pOoXkKenaTeld MOTYT MOMbITaThCsS
UCIIOPTUTH BaM ee. Hampumep, pa3meniaTte OT Balller0 UMEHU OT3bIBBI HA TOBAapbI
JUTs B3pociibIX. Bee, KTo B nanbHeleM OyayT uckaTh HHGOpPMAIIHIO O Bac, Oyb TO
paboTofaTend WIM TMOTEHIUAIbHbIE TapTHEPbI, HATKHYTCS HAa TMOJO0OHBIC, HE
Kpacsiue Bac, OT3bIBbI. JIt00OW MOJB30BAaTENh MOXKET CTaTh >KEPTBOM YTEUKHU
JAHHBIX, KOTJa YYETHBIC 3allUCH OKAa3bIBAIOTCS B CETH H3-32 TEXHUYECKOU
YS3BUMOCTH WJIH JEUCTBUM 3J0YMBINUIEHHUKOB. [IpoBepuTh, HE MOManM JU 3TH
JJAHHBIE B OTKPBITYIO 0a3y, MOXHO C MOMOIIBIO CHeyualbHo20 cauma, KOTOPBIMA
HaKarivBaeT UHPOpPMaLKIO 00 yTeUKaxX aKKayHTOB.

CKeNnTUKU TOBOPAT, YTO 3JIOYMBIIUICHHUKH CMOTYT TMOJYYUTh JIMYHYIO
uHpopMarro B JIIOOOM ciydae, €cid 3TO Oylner HeoOXOAUMO, HO JIy4Ile
MaKCHMAJIbHO YCJIOKHUTh UM IYTh K BallIUM JIaHHBIM.

Ymo oenams 6 cnyuae ymeuxku?

B cnydae, ecnu BamM nepcoHajdbHBIE JJaHHBIE MONAIN B CETh M OKa3aJUCh
BBUIOXKEHBI HAa OJHOM WJIM HECKOJBKHX caiTax, 3()PEeKTUBHHIMU MOTYT OBITh
CJIEIYIOIINE MEPBI.

1. Obpawenue k eradenvyy catima. CaMblii MPOCTOM M YaCTO CaMblit
3¢ (HEKTUBHBIN METOJ, €CJIM Ballli MIEPCOHAIILHBIC JJAHHBIC YTEKJIM U BBIJIOKEHBI Ha
OJTHOM WJIM HECKOJIbKMX caiTax. BexnBo, 6€3 yrpo3, monpocuTe Biiaeibliia cailita
BaM MOMOYh. Ecnu BexnmBoe oOpalieHre He MOMOXET, MPeayNpeIuTe, YTO BbI
Oynere BBIHY)XJICHBI OOpAaTUTHCS B CYJ W K PEryJHUPYIONIEMY OpraHy ¢ OJIHOM-
€MHCTBEHHOM I1€JIbI0 — 3aIIUTUTH Ballld NTIEPCOHALHBIC JaHHBIE.

2. Obpawenue 6 peeyrupyrowuii opearn. B Poccun 310 Pockomuanzop.
Hamummre oOpamieHue, B KOTOPOM  COOOIIMTE, UTO YyKa3aHHBIM  CalT
pacmpocTpaHsieT NEpPCOHAbHBIC JaHHBIC O3 Balllero pa3pelieHus, Hapylas
3akoHbl Poccuiickoit denepanmu. O0s3aTENBHO YKAKUTE CCHUIKY Ha BBUIOKEHHbIC
naHHble. MakcUMyM, Ha 4YTO CIOCOOEH PETYJHUPYIONIUH opraH — omTpadoBaTh
BJIAJIETIbIIA, €CJIM OH YCTAHOBJIEH M HAaXOJUTCS B OJHOW MPAaBOBOUW FOPUCIUKIIUU C
caMUM OpraHom, JHOO 3a0JIOKHPOBATh €ro Ha TEPPUTOPUU CTPAHBI Pa3MEIICHUS
perynupyomero oprasa. J[jas MHOTMX BIafeNbIIeB CAaWTOB OJIOKMPOBKA Ha



TEPPUTOPUHM TOW WM WHOW CTPaHbl — CEpPhE3Hasl MOTEPS ayAUTOpWUU, U OHU
HE3aMEeJTUTEIbHO YAAISIOT KOHTEHT, CTABIIMM MPUYMHON OJTOKUPOBKH.

3. Kanoba xocmune-nposatioepy u pecucmpamopy. XOCTUHT-TIpOBaiiep
— OpraHu3anus, MpeA0CTaBIIAIONIAs CAUTy cepBep sl pa3MELICHUs, PETUCTPATOP —
opraHu3aius, TJe Biajenel] caiTa 3aperucTpupoBai AOMEHHOe ums. Bam Hamo
3aiTH Ha CalThl PpETUCTPATOPa U XOCTUHT-TIpOBaiiiepa U HATH TaM KOHTAKThI JIJIsi
Xano0, OOBIYHO OHHU COJIEpPKaT CIOBO «abuse». J[ake eciM Takoro KOHTaKTa He
OOHapyXHUTCs, 00paTUTECh MO JHOOBIM JOCTYITHBIM KOHTAKTaM.

4. Obpawenue x 6opyam c¢ mouwtennuxamu. Ecam calT sBIseTcs
MOTIICHHHYECKUM (HampuMep, TOPTYeT JOKyMEHTaMH, WM Ballld MEePCOHAIBHBIE
JTAHHBIC BBUIOKEHBI TaM C IEJIbI0 BBIMOTATEIBCTBA), CTOUT MPEAYIPEIUTH 00 3TOM
OpraHu3alliy, 3aHuMaromuecss OopbOOW ¢  MOAOOHBIMU  CaWTaMH  WJIU
cocTaBJIsitoLIME 0a3bl ONACHBIX CAaUTOB.

5. Obpawenue ¢ cyo. Ecnu oOpailieHne K Bajelblly caiTa, XOCTUHT-
MpoBaiiiepy U PErucTpaTopy HE MPUHECTH TMOJOKUTEIBHOTO pe3ylibTara, Bam
HEOOXOJMMO HAaWTU aJBOKaTa M 3aayMarbcs o0 obOpamieHuu B cyd. Cyn MoOKeT
NPUHATH PEIICHUE, COTJacHO KOTOPOMY CTpaHHIA C MEPCOHAIBHBIMU JIAHHBIMU
OyzeT 3a0JIOKMpOBaHa HA TEPPUTOPUH BallleH CTPaHBI, a TAKXKE 00s13aTh TOUCKOBBIE
CUCTEMBI YAAJIUTh U3 BBIJJA4M Ballld IEPCOHANIbHBIC TaHHbIE. OJIHAKO BO3MOXKHOCTH
Cylla CHJIBHO 3aBHCAT OT 3aKOHOJATEJIhCTBAa Ballle CTpPaHbl, CTOUT
MPOKOHCYJIBTUPOBATHCS IO JAHHOMY BOIIPOCY C IOpUCTOM. DP(HEKTUBHOCTH METO 1A
TaKKe 3aBsi3aHa Ha BO3MOXHOCTSAX cynaa, B Poccun 5TO0 OJIMH U3 caMbIX
s pexkTrBHBIX MeTon0B. Hepenko Bragenbllbl CalTOB, YTOOBI C HUX CHSJIU
OTpaHUYCHWS, YAUISIOT 320 IOKMPOBAHHBIN PEIICHUEM Cya KOHTCHT.

6. Obpawenue 6 npasooxpanumenvhvie op2anvl. B Poccun, kak U BO
MHOTHX JIPYTUX CTpaHaX, paclpOCTpaHCHUE WIIA TPOjaka IEPCOHATBLHBIX JTaHHBIX
SBJIIETCSI YTOJIOBHBIM TpecTyruieHneM. CTOUT YBEIOMUTH MPABOOXPAHUTEIbHBIC
opranbl O caiiTe, HapymaromeM 3akoH. K cuacTeio, cerogHsi sl 3TOTO
HE00sI3aTeIbHO WATH B ONMKAWIIMN y4acTOK, OTCTaMBaTh O4YEpEh W MHCATh
3asiBJICHUE, BCE 3TO MOKHO CHEJIaTh OHJIAMH.

7. HW3menenue Oanmvix Ooxymenmos. Ecam BBl omacaerech, YTO
BBUIOXKEHHYIO ~KCEPOKOIHUIO BaIllero JIOKYMEHTa MOTYT HCIOJb30BaTh B
MONICHHHYECKUX IEJSAX, Hampumep, opOPMUTH 3aeM, Pa3yMHBIM IIaroM OyjeT
o0OpaTUTBCS B TTPAaBOOXPAHUTEIIBHBIC OPTaHBl U CMEHUTh HOMEP JOKyMeHTa. Takas
BO3MOXXHOCTh JIOCTYITHA HE BO BCEX CTPaHaX, BaM JIyUllle OOPaTUTHCS K FOPUCTY JIJIs
YTOYHEHMUS JETAJIEH.

Kax npeoomepamumo xpasicy yugposou auunocmu?

UtoOb1 00e30macuTh CBOU JaHHBIC, HEOOXOUMO COOJIIOAATh DJIEMEHTAPHBIC
npasuia yughposotul eucueHbl:

v’ He JIEIUTHCA 0 cebe GONBIIMM KOJINYECTBOM HH()OPMALMH B CETH;

v/ co3/1aBaTh CIIOKHBIE M Pa3sHbI€ MAPOJIH, €IIE JIydIle — I0JIb30BaThCs
MEHE[KEPOM TIapOoJieH I UX CO3TaHMs U XPAaHEHUS;

v Be3le, TIJIe OTO  BO3MOXKHO, HACTPOUTH  JIBYX(AKTOPHYIO
ayTeHTU(PUKAIIUIO JIJIS BXO/Ia B aKKAYHT;
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v/ He XpaHuUThb KOH(PMIEHUHWAJbLHBIE HIOKYMEHTHI M  IPHBATHbIE
dboTorpaduu B OTKPHITOM BUJIE Ha YCTpocTBax — cMapTdoHax, rianmerax, [1K;

v/ [IOCTaBHTh 3alIUTHOE pEIICHHE Ha BCE YCTPOMCTBA W PETYJISPHO
OOHOBJISITH €r0; BaXKHO, YTOOBI 3TO ObUT HE MPOCTO AHTUBHUPYC, & KOMIUIEKCHOE
peleHue s 3aiuThl OT (DUINWHTA, OHJIAMH-MOIIEHHUYECTBA, BEO-CIEKKH, C
byHKIMEH 0€30IacHBIX IIaTekKEH;

v/ yCTaHaBJIMBATh MPHJIOKEHHS TOJBKO W3 O(PHIIMAIBHBIX MarasuHOB U
BHUMATEIILHO TIPOBEPSATHh, KAKWE pa3peIICHUsT BHI JaéTe YCTAaHOBJICHHBIM
MIPYIIOKEHUSIM;

v/ He NEPEXOMUTh II0 COMHMTEIBLHBIM CCHUIKAM, HE BOCIPHHHAMATH
3aMaHYUBOE MPEIIOKCHUE KaK MPU3BIB K JICUCTBUIO;

v’ ¢ OCTOPOKHOCTBIO OTHOCHTBLCS K 3BOHKAM C HE3HAKOMBIX HOMEDPOB, K
COOOIICHUSIM OT HEU3BECTHBIX OTIpaBUTENEH, K JIFOOBIM MpOChOaM MepeBecTH
JICHET;

v/ HCIOJIb30BaTh JJIS TI€PEAaYH MMOYTOBBIE CEPBHUCHI C BO3MOKHOCTHIO
yAJIUTh JaHHBIE Y TIOJTydaTess: MoAo0HbIN (pyHKIIMoHaI ecTh y Gmail;

v’ 00s3aTE€BHO yOAIATh W3 3JEKTPOHHOIO IIOYTOBOIO SINUKA M
MECCEH/[)KEPOB MUChMa, COJIEpIKalllie MepCcOHAIbHbIC JaHHBIC Ha CIIydail B3joMa
BaIllero MTOYTOBOTO SIIIUKA, OCOOCHHO €CITU BBl NIEPEChIIATM Kya-TO CKaHbl CBOMX
JIOKYMEHTOB;

v OmpocUTh  ajapecara  YBaXKHTEILHO  OTHECTHCH K  BalldM
MIEPCOHAJILHBIM JTAHHBIM: OTHPABIISII MHCHMO C JOKYMEHTAaMHU TIO TOYTE WU B
MECCEH/I)KEpEe, COMPOBOJUTE €r0 MPOCHOON YBaXKHUTEIHHO OTHECTUCHh K BalluM
MIEPCOHAJILHBIM TaHHBIM

v/ He Ha3bIBaTh KCEPOKONHM IOKYMEHTOB KIIOYEBHIMHM CIIOBAMHU: B
HEKOTOPBIX COIMATIBHBIX CeTIX, HanpuMmep, BKoHTakTe, TOKyMEHTHI, 3arpykaeMbie
MOJI30BATEISIMH, MOMAAI0T B MyOJUYHBIA JOCTYIH, MOATOMY, JIFOOBIM II€HHBIM
JIOKyMEHTaM, Kak Obl OHM HHM TEpelaBaiuChb U XPaHWINUCh, JIydIlle JaBaTh
HEHUTpaJIbHBIE 3ar0JIOBKH, HapumMep, «piclS» umm «imagel988y;

v/ He HCIIONIb30BaTh COIMAJbHBIE CETH JUIS aBTOPHM3AllMM Ha caiTax: B
O0OMEH Ha 3TO BbI MMPEOCTABIISIETE CAUTY JOCTYI K CBOMM MEPCOHATBHBIM JIaHHBIM,
KOTOpblE OH cOOMpaeT, WHOTJa TMpoJaeT, HWHOTJAa y HEro X BOPYIOT
3JI0YMBITTUICHHUKY;

v’ yIajsTh BCE HEUCIIONb3yEMbIE aKKAYHTBI: YTEYKU C CAMTOB — OIMH U3
CaMBIX PaCIpPOCTPAHCHHBIX MyTEH KPaXKu JTHIHOCTH;

v’ IIpH IepeChUIKE KOIMHA CBOMX JOKYMEHTOB, YKa3hIBaTh HA HUX ATy U
aapecarta (JIu0o cailT, Ky/1a OTIPaBIIsIE€TE JaHHbBIC) C MOMOIIBIO BOASHOTO 3HAKA UJTH
MPUIIOKEHHON K (DOTO JOKYMEHTOB OyMa)XKOW ¢ HallMCaHHBIMU HAa HEHMl TaHHBIMHU
azpecaTa: JaXke €CJIM KOIUS IMOMaeT B PYKH 3J0YMBIIIJICHHUKOB, OHH HE CMOTYT
WCITIOJIB30BaTh €€ Ha JAPYTHX CalTax M, CKOpPEee BCEro, YAAISIT Kak OpaKOBaHHBIN
TOBap.

CobOnroneHre dTUX TPaBWI TIO3BOJIUT XOTS OBl 3aTPYyAHHUTH JOCTYII
MOTIICHHHKAM K BKHOUM YaCTH CBEJCHUN O BAC KaK O YEJIOBEKE, TOMOXKET CHU3UTh
PHUCK TIOTEpH JICHET, peIyTallii, BpeMeHu. Eciii cam moap30BaTens yaeauT 00JibIie
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BHUMaHUSI T€M JaHHBIM, KOTOpbIE OH MPEAOCTaBIsIeT O ce0e CO3HATEIbHO WIIU
MalIuHAIBHO, TOXUILEHNE U(POBOM JIMYHOCTH HE OYJIET CTOJIb 3JIEMEHTAPHBIM.
3awuma ouomempuueckux nepcoHaIbHbIX OAHHBIX

[Toapaznenenue IBM Security koprnioparuu IBM Beimyctusio B Hayane 2018
roja TJIOOAJIbHOE UCCJIEAOBAHKUE, TIIOCBSIIEHHOE MHEHUIO TIOTpEeOUTENe o
uudpoBoil uneHtudukanuu u ayreHtudukanuu. B uccnenosanuu IBM Security
«bynymee cucreM wuIeHTU(DHUKAMKW» TNPUHSIIA ydacThUe OKolo 4  ThIC.
coBepuieHHoeTHUX xuTened CIIA, ctpan A3uarcko-THXOOKEaHCKOrO pernoHa
(ATP) m EBpombl. CornacHo €ro pesyjibTaTaM, MpPU BXOJE B NPUIOKEHUS U
YCTPOMCTBA MOJB30BaTENSIM 00Jiee BaK€H YPOBEHb 0€30MacHOCTH, a HE yA00CTBO
UCIIOJIb30BaHusA. bojee TOro, mo JaHHBIM MCCIEIOBAaHUSA, MOJIOAEKb YJEIsAeT
MEHbIIIE 3HAYEHUS OE€30MaCHOCTH TPATULMOHHON HACHTHU(PUKALHMH C TOMOIIbIO
napodisi. [[ns BXoma B cHCTEMY OHU MPEANOYUTAIOT HCIOJIb30BaTh OMOMETPHIO,
MHOTO(AKTOPHYIO ayTeHTU(PUKALUIO U AUCHETYEp Maposei, YTOObl IMOBHICUTH
JUYHBIA ~ ypOBEeHb HWH(OpPMAIMOHHOW  3amuThl. buomeTpuss  CTaHOBUTCA
«MEUHCTpUMOM»: 67% PpECHOHIEHTOB YCHEIIHO HUCHOJIb3YIOT OHOMETPUYECKYIO
ayTeHTU(PUKaIUI0, B TO BpeMs Kak 87% OIpOIICHHBIX 3asBWJIH, YTO OYIyT
OPUMEHSTDH 3Ty TEXHOJIOTHIO U B OyIyILIEM.

Pe3ynpraThl ONpOCOB MOKa3ajad, YTO MOAPOCTKHM M MOJIOAEXKb OCTaBIISIOT
napoiu B mpouutom: 75% ONpOUIEHHBIX YK€ HCHOJB3YIOT OHOMETPHUYECKYIO
uaeHTuGuKkanuio. [Ipy 3TOM MeHbIIEe MOJOBUHBI M3 HUX HUCIOJIB3YIOT CIOYKHBIE
MapoJu ISl BXOJa B cucteMy, a 41% — MOBTOPHO UCMOJB3YIOT CBOU Mapoiu. Jlroau
CTapIlIEro MOKOJIEHHUs 0OJIbLIE BHUMAHUS YIEISIOT CO3AaHUI0 HAIEKHOTO Mapois,
HO MEHEee CKJIOHHBbl K HCHOJb30BAHUI0 OHMOMETPUM U MHOTO(paKTOPHOU
ayTeHTU(PUKALINH.

Ha done ctpemMuTeibHOTO pacnpocTpaHEHUs UCTIOIb30BaHUsI OMOMETPUM KaK
crocoba pacro3HaBaHusl (MACHTHU(UKAIMKA) YEJIOBEKa NJIsi Pa3jIuYHbIX IeJied —
HampuMmep, I UACHTUUKAIMK B TPOIMYCKHBIX CcHUCTeMax o¢ucos, B
KOMITBIOTEPHBIX CHCTEMax, cMapT(hoHaX, TUIATEKHBIX CEPBUCAX; UJICHTU(DUKAIIUN
10JIb30BaTeNe (PUHAHCOBBIX YCIYT — OCOOCHHO aKTyaJlbHbIM CTaHOBHUTCS BOIIPOC
oOecrieueHus 3allUThl TaHHOTO BHJIAa IEPCOHAIIBHBIX JTAHHBIX.

buomerpudeckue naHHbIE YHUKAIbHBI IS KaXJOTO YEJIOBEKa, OHU HE
MOBTOPSIOTCS M HE U3MEHSAIOTCS B TEUEHUE JKU3HU.

K OuomerpuueckuM MepCOHANbHBIM JAHHBIM OTHOCSITCS: OTIEYATKU
MajblieB; PUCYHOK BEH JIaJIOHW; PUCYHOK pajyxkHOH obOosiouku ria3; koa JIHK;
oOpa3 JuIia; CJIENOK rojioca; poCT; BEC; 0COOCHHOCTU CTPOEHHUS Tena; H300paxeHus
yenoBeka (pororpaduu, BU1€03anucH); WHbIC (PU3NOJIOTHYECKUE U OMOJIOTUUECKUE
XapaKTEPUCTUKHU YeJIOBeKa (HampuMep, MOX0IKa).

Yeposwi nenpasomepnozo ucnonvzosanusi OuoMempuyecKux NepCcoHANbHbIX
OAHHBIX U CNOCOOBI 3aUUMbL OM HUX

1) Jundeitkn —  peanuctuyHas  noamMeHa  Goro, ayano |
BHUJIEOMATEPUAIIOB,  CO3/JaHHAs C  [OMOIIbIO  HeWpocereil.  Mcnonb3ys
KOMITBIOTEPHBIE aJTOPUTMBI, MOKHO «OKHBHUTHY» (oTorpaduu, 3aMEHATH JUIa Ha
BUJIEO U JIa’KE€ CUHTE3UPOBATH T'OJIOC YEIOBEKA.
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Jundeiiku MOKeT co3AaBaTh MPAKTUYECKU KaXAbIH B CHUJIY JOCTYIHOCTH
00y4eHHs ¥ KOJIMYeCTBa PorpaMm It pabOTHI ¢ 3TOM TeXHOJOTHEH. Takoi HU3KUH
MOPOT BXOJA JIBUTAET TEXHOJIOTHIO BIEPEN, HO TAK)KE YBEIMYHMBAET KOJIUYECTBO
WHCTPYMEHTOB Y MOIIEHHUKOB JUisi OOMaHa TIOJIb30BaTelied M KpaXu HUX
MEPCOHAIBHBIX IAHHBIX.

JHundelkn MOTYT OBITh HCIOJIB30BaHBI JJII MaHUIMYJWPOBAHUS HAIIUM
CO3HAHUE: HAIpUMEpP, C TOMOIIBIO ATOM TEXHOJOTMH MOTYT OBITh CO3JIaHbI
IPOBOKAI[MOHHBIE  BHUJEO C PE3KMMHU  3aBICHUSMU  MOJUTUKOB  JIMOO
BUJICOO0pAIICHNE W3BECTHOTO OJorepa, KOTOphIE JMOO BBI3BIBAIOT OOJBIION
pe30HaHC B OOWIIECTBE, JHOO MPU3BIBAIOT 3apErMCTPUPOBATHCA HA KAKOM-JIMOO
caiite, 4ToObl MMOY4YaCTBOBATH B PO3BICpbIIIE MpHU30B. OCOOEHHO OMacHO, €Ciu
BMECTE€ C TaKUMH BHUJEO PACIPOCTPAHAETCS CChUIKa Ha (UIUMHIOBBIA caiT. Ho
HauOoJsiee PaCIpPOCTPAHEHHBIM CIOCOOOM HCMOJIb30BaHUSI JUM(PEHKOB ocCTaeTcs
BBIMOT'aTEJIbCTBO — MPUTBOPSACH APY3bsIMU, POJACTBEHHHKaMHU WJIM HA4aJbCTBOM
MOIIICHHUKM MOTYT IOJIy4aTh II€PCOHAIBHBIC JAHHBIC YEJIOBEKA, HCIOJIb3Ys
rOJ0COBBIE WM BUIEOCOOOLIEHMS, KaK IOATBEPKACHUE CBOEH JINYHOCTH.

2)  IIporpaMmsl pacrio3HaBaHMs JUL — HEUPOCETH, KOTOPBIE aHAIU3UPYIOT
YHUKAJIBHBIE YEPThl YEJIOBEYECKOIO0 JIMIA M CPaBHUBAOT HUX C JIPYTUMH
dboTorpadusiMu B pazTuYHbIX Oa3ax.

HaBepHsika kaxablii 13 HacC XOTsI Obl pa3 MOJIb30BAJICS IOMCKOM IO KAPTUHKE
B Opayszepe. C MOMOIIBIO QJITOPUTMOB, MO3BOJSIOIIMX COOUPATH KIIOYEBYIO
MH(OPMAIUIO O YEJIOBEKE M0 €ro (JOTO, MOKHO HAUTH €ro aKKayHThI B COLIUATIbHBIX
CEeTSX U UCMOJIb30BaTh €ro NEPCOHANbHBIE JaHHbIE. [JIsl TAKOTO OKCKA T0CTATOYHO
3arpy3uth GoTorpaduio yemoBeka, U mporpaMma BbIAACT UHPOPMAIIMIO O HEM U3
OTKPBITBIX HCTOYHUKOB. biarogaps takomy «mmopT@oiino» Ha KepTBY MOLIEHHUKH
C JIETKOCTBIO COCTABAT MOJAXOAIIYI0 cCXeMy 0OMaHa, YTOObI BBITSIHYTH €11ie 00JIbliIe
NIEPCOHAJIBHBIX JAHHBIX, & 3aTE€M U JCHET.

Kaxk sawyumumuca om mowienHuKo8, UChONb3YIOWUX Yydcue buomempuyeckue

oaHuvie?
v’ He crouT mojb30BaThCs MpOTpaMMaMHd  PAcliO3HABAHHS  JIMII,
MOCKOJIbKY TaKUM 00pa30M Ballli JJaHHBIE MONAAYT B MX 0a3y, U Bbl CTaHETE ropas/io
0oJee ysI3BUMOMH 1EeJbIO SISl MOIIIEHHUKOB.
v' 3akpbiBaiiTe CBOM MPOQIIM B COIMANBHBIX CETAX — TaK MPOrPaMMBbI He
CMOTYT HalTH Balu (pOTO NMpU aHATHU3E.
v B coupanbHbIX CETAX A00ABINTE B «IPY3bs» TOJIBKO MPOBEPEHHBIX
J0JIeH, KOTOPBIX BbI 3HAETE JJUYHO
v' MOIIICHHUKKM dYalle BCEr0 MCIOIB3YIOT OTKPBITBIE PECYPCHI JUTS
co3nanus qundenkoB. Eciii OrpaHMuUTh TOCTYM K BallMM aKKayHTam
B COIIMAJIbHBIX CETSIX U MECCEHKepax (HACTPOUTh MPUBATHOCTH), TO Y
HUX OyJIeT MEHbIIEe MIAHCOB CO3[aTh C Ballled JIMYHOCTBIO YTO-TO
MpaBoMo00HOE.

v' IlyGiuKy#iTe TOJIBKO HEOOXOMUMYIO HH(POPMAIHIO U yOEeIUTECh, YTO
Ha CTPaHMLAX BallMX JApy3ed W 3HAKOMBIX MHHHMYM Ballux
MEPCOHANBHBIX JaHHBIX, JTUOO0 K€ UX HET COBCEM.
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v' TIpoBepbTe JIaHHBIE O PO3BITPHINIAX, KOHKYPCAaX MM MEPOIIPUSTHSIX Ha
OopUIMATEHOM CaliTeé KOMIIAHUU WIH B JIEWCTBUTEIBHOM aKKayHTE
3HAMEHUTOCTH, OT JIMLIA KOTOPBIX MpoBOAMTCA akuus. He crout
NEPEXOAUTh IO  HEW3BECTHBIM  CCBUIKAM  JaXe €ClId  Ha
CONPOBOXAAIOIIEM IyOnuKanuioo (OTO peaJbHOEe U300pakKeHHe
U3BECTHOTO YEJIOBEKA.

v BynbTe OOWTENbHBI — BCErJa HAXOAWUTE IEPBOMCTOYHUK MM
aHAIM3UpPYWTE MaTepuaj, MPeKIe YeM COBeplaTh KaKue-JInoo
NEUCTBUA. MOILIEHHUKH NTOCTAaparoTCsl CO3/1aTh CTPECCOBBIE YCIIOBHS,
YTOOBl BBIHYJIUTH Bac MPHUHATH peElIeHHE He3amennuTensHo. He
MIOAAABAUTECh TAKUM YJIOBKAM, AK€ €CIIM Ha IEPBBIM B3IUIAJI BCE
BBITJISIAUT TIPABAUBBIM.

PA3JIEJI 11. ®unaHcoBasi 0€30IACHOCTH B COIMAJIBbHBIX CeTSIX ¥ OHJIAWH
Urpax

CounanbHble CETH CTAIM HEOTHhEMJIEMOW YacThiO HalEl IOBCEIHEBHOMN
xu3HU. Tak, B 2019 rony Beepoccuiickuii eHTp U3y4eHus: 00111eCTBEHHOTO MHEHUS
(BOMOM) onyOnukoBan uccielAoOBaHHE, MO pe3ysibTaraMm kotoporo moutu 90%
POCCUHCKUX TOJPOCTKOB MOJIB3YIOTCSI COLIMAIBHBIMU CETSIMHU KAXKIbIA JIE€Hb WIIN
«IPAKTUYECKU €KETHEBHO». Ha cTpaHMYKax B COLUAIBHBIX CETSIX MBI pa3MelIaecM
MHOro wuHpopmanuu o cebe — 3To, MOoXKalyil, camoe OOJbIIOE XPaHWIUIIE
uHpopMalu, KOTOPOE€ HAXOJAUTCS B OTKPBITOM JOCTy€ U JO KOTOpOH
MOIIIEHHUKaM J0OpaThCs MPOIIIE BCETO.

DTO HE 03HAYAET, UTO JIJIsl TOr0, 4YTOOKI ce0s1 00€30MacuTh U HE CTATh KEPTBOU
MOIIIEHHUKOB, HY>KHO OTKa3aThCs OT MCIOJb30BaHUS COLIMANIBHBIX ceTell. [IpocTo
Ba)XKHO 3HATh KaKHUE€ yTPO3bl CYIIECTBYIOT U MPaBUJIa, KOTOPHIC TOMOTYT 3al[UTUTh
ceos.

HaunbGosnee onacHoi yrpo30ii MOIIIEHHUYECTBA B COITUAIBHBIX CETSIX SIBIISACTCS
BOBJICUCHHE TMOJb30BaTeNied B  ()MHAHCUPOBAHUE  TEPPOPUCTUYECKOW U
OKCTPEMUCTCKONM  JIEITEIbHOCTH C TIOMOIIbl0 oOMaHa. Q@uuaHncuposaHue
meppopuzma — TPeOCTaBICHUE WU cOOp CpeacTB MO0 OKazaHue (PMHAHCOBBIX
yCIYT C OCO3HAaHHWEM TOr0, YTO OHU TMPETHA3HAYCHBI i1 (UHAHCUPOBAHUS
OpraHW3alliy, TOJATOTOBKM WJIM COBEPIICHUS JIOOOT0 W3 MPECTYIUICHHUM
TEPPOPUCTUUECKON HAMNPABICHHOCTH, WX i1 (MHAHCUPOBAHUS WJIM HWHOTO
MaTepUaibHOr0  OOECIIEUeHMs]  OpPraHW30BaHHOW  TPYNIbI,  HE3aKOHHOTO
BOOPY>KEHHOTO (POpPMHUPOBaHUS, TMPECTYIMHOTO COOOIIECTBA, CO3JaHHBIX WJIU
CO3/IaBACMBIX JIJIsl COBEPIIICHUS TaAKUX MPECTYIUICHUI.

Teppopuctuueckue rpymnbl aKTUBHO UCTOJNB3YIOT HTEpHET, B 4aCTHOCTH,
COITMAJIbHBIE CETH JUISl TIOTIOJIHEHUSI CBOUMX (DMHAHCOBBIX pecypcoB. I'JtobanbHBIC
ceTu cOopa JeHer KPYITHBIX TePPOPUCTHUCCKUX OpPTraHU3aIiil MOCTPOCHBI TaK XKe,
KaK U CETH HETMPABUTEIILCTBEHHBIX OpraHU3aIlfii, OJaroTBOPUTEIHHBIX (POHIIOB U
Ipyrux (pUHAHCOBBIX yupexaeHuil. Ha caiitax, ¢opymax u B 4aTax BCTPEYAIOTCS
mpsMBbIE TIPOCHOBI TOMOYB <«JIeNy JDKHXaaa» IOCPEICTBOM TIEPEUUCICHUS
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JIEHEKHBIX CPEJICTB TUOO 0OMaHHBIC TTPU3BIBEI IEPEUNCITUTH JICHEKHBIE CPEACTBA B
MO//IeJIbHBIE OJIArOTBOPUTEIIBHBIE (POHIBI JJIS1 TTIOMOIIM MOMABIIUM B Oey.

Quuune 8 COyuaIbHuIX Cemsx

DTOT BHUJ MOIIEHHUYECTBA HMEET MHOXECTBO (OpM U IOJpazyMeBaeT
WCIIOJIb30BaHUE TIOMYJISIPHBIX COITMAJIbHBIX CETeH JUIsi TOro, 4TOOBI 3aBIIaJICTh
qy)KOM YYETHON 3amuChio, YKpacTh KOH(HIACHIMAIbHBIE JaHHBIC JXEPTB, WIH
3aMaHUTh UX Ha (PEeHKOBBIC CAMTHI ¢ IEeJbI0 oOoramieHus. MOIIEHHUKA MOTYT
co3faBaTh (heWKOBBIC (TIOMIEITBHBIC) AKKAyHTHI, BBITaBas ceOsl 3a KOTO-TO W3
3HAKOMBIX MMOTEHIIMAIBHOM dKEPTBbI, YTOOBI 3aMAaHUTh €€ B CBOIO JIOBYIIKY, WU OHU
MOTYT JaXXe€ BBIJAaBaTh ce0s 3a aKKayHT CIyXObl OOCITYyXKHBaHUS KIMCHTOB
W3BECTHOM KOMIIAHWHU, YTOOBI OXOTHUTHLCS HA JKEPTB, KOTOPBIC OOPAIIAIOTCS B 3Ty
KOMITAHMIO 32 MOJJIEPHKKOM.

Taxxke uepe3 COlUANbHBIE CETU MOIIEHHUKH MOTYT MPEJIOKUTh KYNUTb
pa3IUYHBIA TOBAp ¢ OOJBIIMMU CKUJKAMH M BbI, TIEPEXO/Isl TIO MPEJI0KEHHBIM B
aKKayHTE CChUIKaM, MOIa/IaeTe B JIOBYLIKY: HE MOJy4aeTE TOBAP U TEPSIETE ACHBIU.

Yem onacen ghuwune 6 coyuanvuvlx cemsx?

B3nomaB Baml akkayHT ¥ TMOJYyYHMB JOCTYIl K BalllUM IE€PENUCKaM,
OTIPABJICHHBIM U TIOJIYYeHHBIM (aitinam, 6a3e MoAMUCUYNKOB, MOIIEHHUKH MOJTy4YaT
IIMPOKHE BO3MOXXHOCTU JUIsl PAa3IMUHBIX BHUJOB IIAHTa)xa, MyOIMKaluu
MIPOBOKAITMOHHOW MH(OPMAIIUK U COLMATBLHON MH)XKCHEPUU: MPUKPHIBASICH Balei
JUYHOCTBIO, MOIIIEHHUK MOJKET CBS3aThCA C KaXJbIM U3 CHUCKA KOHTAKTOB — TaK
MOXET ObITh 3amlyllleHa IIeMHasl Peakivs MOIICHHUYECKUX akTUBHOCTeH. Hepeako
TaKue PaCCHUIKM MPOUCXOJIAT B HOYHOE BpEMs, TaK KaK MOIICHHHKHA YacTo
paboTaloT W3 JPYyrux CTpaH (9TO YCJIOXKHSET MPOIECC MOUCKAa MOIICHHUKA
MPABOOXPAHUTEIHLHBIMU OpPTraHaMH ).

Haubonee onacnule 8uobvt puwiunea:

1)  CooOlmieHus ¢ mpoch0oi JEHEKHOTO 3aiiMa, TOJIOCOBAaHUS B KOHKYPCE,
CCBUIKOM Ha «CMEIIHOE BHAECO» OT KOTO-TO M3 Bamux Jpy3eu. llpu nepexone Ha
CTpaHUILy FOJI0COBaHUS U JI TPOCMOTPA «CMEIIHOTO BUIE0» BaM MpEIaraeTcs
BBECTH JIOTMH Y NIApOJIb HAa CTPAHUIIE, TOXO0KEW HA IIaBHYIO CTPAHUILY COLUAIIBHON
CETH, TIOCJIE YETO aKKAyHT OKa3bIBAE€TCS B3JIOMAHHBIM.

2)  VHTepHeT-Mara3uHbl, KHHOTEATPHI, CITY>KObI JOCTaBKU U TIpoYee. 3/1eCh
LEJbI0 CTAHOBSTCS JaHHbBIE, MMO3BOJISIIOIIAE MOJYYUTh JOCTYN K MNPHUBA3AHHBIM
O0ankoBckuM Kaptam. CornacHo uccienoBanuio Group-IB, B 2020 rogy Takue
cepBUCHI cTamyu 1enbio B 30,7% cilydaeB MOLIEHHUYECKHMX aTak . B 30He pucka
HaxoJsITCS W T, KTO BBOJUT IUIATS)KHBIC JIaHHBIE B OHJAWH-Mara3uHax:
OIMOUBIIUCH C OKHOM BBO/JIa, HE MPOBEPUB aJIpec B CTPOKE Opay3epa, Bbl pUCKYETE
OTHpPAaBUTh JICHBI'M MOIIEHHUKY. TeM ©OoJjiee, UYTO CYIIECTBYIOT CEPBHUCHI,
MMUTHUPYIOIIHNE OIMMOKY TpPaH3aKIUK C IETbI0 €€ MOBTOPEHUsI, HallpuMep, YTOObI
MPOBECTU TPAH3AKIIMIO J[BA pa3a MOAPS/I.

3) Urpa ma uyyBCTBax W SMOIUAX dYepe3 IMyOJUKAIIMI0O HA CTPAHMIIAX
COI[MATIBHBIX CETEH OYEHb SMOLMOHAIIBHBIX WCTOPUU O JETAX WU KUBOTHBIX,
HYKJIAIOIIIUXCS B TIOMOIIIH, C TIOJKPEIJICHHEM rmocTa GororpadusiMu, TOKyMEHTaMHU

5 Odunmansheiii caiit Group-IB https://www.group-ib.ru/resources/threat-research.html
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U COOOIIEHNEM «MAKCHUMAJIbHBIN penocT». [ TaBHOE — co371aTh KOHBEPCHUIO MOCTa U
€ro pacrpoCTpPaHEHUE OT OJTHOTO YEJIOBEKA MO LEMOYKE €ro APY3€il U KOHTAKTOB.
KoHeuHo e JIEHbIu OT TaKOM «IICeBA00IarOTBOPUTENHHOCTH» UIYT MOIIICHHUKaM !

4)  HWrpa Ha moOonbiTcTBe. BBl MoOXeTe mojyyaTh 3amMaHYHUBBIC
NPEMIOKEHHSI B JIMYHBIX COOOUIEHUsX, 100 B JeHTe. B mo6om cioyuyae Bac
MOMPOCSAT MEPEUTH MO KAKON-IMOO CChUIKE M BBECTH JIMUHBIC JAHHBIC WIIM JTaHHbIC
OAHKOBCKOW KapThl.

OcHogubie npaguia 3auumol 0m QUUIUHSA 8 COYUANLHBIX CEMSX.

v" Kak TOJIBKO BBI y3HAJIH, YTO JAHHBIE YTEKIIN WK IIOTEHI[MAIBHO MOTIIN
OBITh YKpaJeHbl MOIICHHUKAMHU, KaK MOXXHO OBICTpEee MEHSHTE Mapojid OT
COI[MAJIbHBIX CETEH, MOYTHI, IIATE)KHBIX CEPBUCOB. A JIy4Ille MEHSThH MApPOJIH Pa3 B
TpU Mecsinal

v Huxkorna He ucnons3yiite onuHakoBbie naposd. [Ipasuiio «1 mapons, 1
CEpBHUC» TIOMOXET TMpepBaTh 3aMylICHHYI0 (UIIMHT-IIETIOUKY IO MPOBEPKE
COOTBETCTBHS BallUX JIOTMHA U MMApOJs APYTUM NOMYJIApHbIM cepBrcaM. CeroaHs
MOIICHHUKHU UCIOJIb3YIOT aBTOMAaTUYECKUE CEPBUCHI, MO3BOJIAIOIINE OYEHB OBICTPO
MPOBEPUTH, KyJIa €1I€ MOTYT ITOJONTH Ballli JJAHHBIE.

v' Bynere BHMMaTenbHBL M30eraiite CHemKd B MOMEHT BBOJA JIOTHHA,
napoJisi U IUIaTEXKHBIX JAaHHBIX. [IpoBephTe afpecHyl0 CTPOKY, NPUCMOTPUTECH K
areMEeHTaM n3aiiHa. Ecnu 94To-To cMyliaeT, BBOJIUTh TAHHBIE HE ClIeyeT!

v Hcnoneiyiite nByx(dakTopHyto ayreHTrdukanuo. Eciu Bamm JIoruH u
Mapoyib OKaXyTCs B pyKax B3JIOMIIMKOB, JUIsi BXOJa MOTpeOyeTcss BBECTHU
MOJTYYEHHBINA Ha TeJIe(OH KO/, UJIM UCTIONB30BaTh JOTOJHUTEIHHOE MPUIIOKEHUE.

v He nosepsiiTe COMHUTENBHBIM MPEIIOKEHUAM U ccblUikaM. CchuIKa,
ckpbiTass cepBucoM KopoTkux URL, momoOubiM bitly, MoxkeT mnpuBecTH K
MoIeHHUKaM. Eciu cTunucTuka cooOIeHnit uiam MaHepa oOIleHHs BaIllero JIpyra
B YaT€ U3MEHUJIACh — BO3MOHO, 3TO MOBOJI EMY O3BOHUTH U YAOCTOBEPUTHCS, YTO
BaM MUUIIET UMEHHO OH.

Deiikogvle akKayHmol. Yem OHU ONACHbL U KaK UX pACNO3HAMb?

[TonnenpHBIN MPOdHIIb B COLMANTBHON CETH — OJMH M3 CIIOCOOOB BHIMAHUTH
JIMYHBIE TAHHBIE U JICHBI'W MOJIb30BATEIEH.

CoznaBatbcesi heHKOBBIE CTPAHUYKH MOTYT 110 Pa3HBIM MPUYHUHAM.

1. Camas Ge300uaHast W3 HUX — KOT/Ia YEJIOBEK MO KAKUM-JINOO JTUYHBIM
NpUYMHAM HE XoueT aduIMpoBaTh CBOE NPUCYTCTBHE B COIMAIBHOM CETH.
damMunvs ¥ UMs, Kak IpaBUJIO BbIIyMaHHbIe. BMecTo aBaTapku IBETHI MJIM KOTHKH,
JIPY3EX MaJio WA BOBCE HET.

2. Caiimbl  Maeca3unog8, KOTOpBIE MPENJIaratoT MOMYJSPHBIE  WIIH
neuIuTHEIE TOBAaphl MO OYEHb HU3BKHMM II€HAM, M OOBIYHO TPOCIT MEPEBECTH
MOJIHYI0 CTOMMOCTh MPEXKJIe, YeM OTNpaBsAT ToBap. M naxxe eciu Bbl B MOCIETHUN
MOMEHT MepeayMaau IUIATUTh BIIEPEN, TO HABEPHSIKA OTHPABUIM MOIIEHHUKaM
JUYHBIC TAHHBIC: KOMY JOCTaBIATh U Kyaa. OHU OyAyT pasibl U 3TOMY — a YK Kak
WCITIOJIB30BATh Ballly TUYHYIO HHGOPMAIIHIO, HEIIPEMEHHO MPUAYMAIOT.

Ymo oenams:
v' npoBepsiiTe HHGOPMALHIO 00 aKIKIX Ha OPULIUAIBHLIX CaiiTaX Mara3uHOB;
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v

v

MOMHUTE, YTO KPYITHBIE MaraswHbl BPS JU OyAyT pacchUiaTh HOBOCTH O
PO3BITPHIIIE Yepe3 COLMAIbHBIE CETU, JJIA ATOTO OHU CKOPEE HCIOJIb3YIOT
CMC unu 37€KTPOHHYIO MOYTY;
CTOUT HACTOPOXKUTHCS, €CIIM BaC MPOCAT pacckazarb 00 akIUKU OOJIBIIOMY
KOJMYECTBY 3HAKOMBIX, — OTO THUNUYHBIA CHOCOO MOIICHHUKOB
pacpoCTPaHUTh CBOU CCBHUIKH.

3. Bsznomanusiii akkaynm peanvro2o denogeka. C Takux npoduiieir MoryT

IPUXOAUTH COOOIIEHUS CO CITaMOM (4alle BCET0 3alpeIIeHHAs K pacCIpOCTPaHEHUIO
uH(GOpMaIUsl WU BPEJIOHOCHBIE CCBUIKM) JUOO arpecCMBHBIE U OCKOPOHUTENbHBIC
NMCbMa, MPU3BAaHHBIE CIPOBOLIMPOBATH BAac MOUHTEPECOBATHCA JIMYHOCTHIO
«xenTepa» 1, BO3MOKHO IEPEUTH 10 CChUIKE (4aCTO €AMHCTBEHHOM ), pa3MEILIEHHOM
B ero npodune. Ho yaie MOIIEHHUKHA OTHPABISIIOT BCEM JPY3biM MHCbMa C
npocb00il 0 (pMHAHCOBOM MOMOILIM WM MPOCTO BBIPYUYUTH JACHBIAMH 10 3aBTpa.
Ecnu BaM Bapyr OyayT NpUXOAUTH IUChMA OT APY3€il ¢ TAKUMU MOJIbOaMu, Oy1bTe
yYBEpEHBI — 3TO, CKopee Bcero, ooMad. J1Jist Toro, 4ToObl HE OBITH OOMAaHYTHIM, JIYYIIIE
IIOMHTEPECOBATHCS Y Apyra JINYHO, I03BOHUB EMY.
Ymo oenams:

v

v

HE pearupyiTe Ha HEraTUBHbIE KOMMEHTapUU: MPOCTO 3a0JIOKUPYHTE
MI0JIb30BATENSI U yIaJIUTE COOOIICHUE;
HE TepeXoauTe Kyaa-nubo CO CTpaHMI] HE3HAKOMBIX BaM IIOJIb30BaTEIICH,
O0COOEHHO €CJIM €IMHCTBEHHAS JOCTYITHAS OIMINS Ha HUX — ATO KIMKHYTH T10
MIPEVIOKEHHON CCBLIKE;
BHUMATEIIHO MPOBEPSHUTE BCE CTPAHUIIBI, TJIC€ Bac MPOCAT BBECTH JIMYHBIC
JTaHHBIE: TOCMOTPHUTE HA JOMEHHOE UMsI, MPOTOKOJ https U 3HAYOK 3aMKa;
HacTpoiTe ABYX(haKTOPHYIO ayTEeHTU(UKAIIUIO BO BCEX COIMAIBHBIX CETSX,
I7ie 3T0 BO3MOXHO (cM. [lamsTKy).
B HACTpPOMKax NPUBATHOCTH 3aNPETHTE HE3HAKOMBIM JIOJSM OCTaBJISATh
KOMMEHTApUHU U CKPOWTE CBOM IMTyOJMKAIIMK OT HUX, YTOOBI H30€XKaTh criama
1 OCKOPOJICHUI.

4. Cozoanue npoghuisi 3HaMeHUmMocmu — TOOUMBIN UCTIOTHUTENb BIPYT

00BsBHII COOp, HAampUMEpP, Ha IOMOIIb KAKOMY-TO YEJIOBEKY, WJIM PO3BITPHIII
IIPU30B.
Ymo oenamn:

v

v

pOBEpbTE, BEpUPUIIMPOBAHA JIU CTPAHUIIA U3BECTHOTO YEJIOBEKA, C KOTOPHIM
BbI XOTUTE MOOOIIATHCA B COICETIX, — HAJIEAKHBIE MPOPUIH OTMEUEHBI CUHEN
raJIOuKoMu;

MpoBEphTE JaTy co3JaHusi NMpoduiis U BCEX IMOCTOB, eciau QoTorpadun
3arpy3wid JIBa JHS Ha3aJl, HABEpHSAKA €ro aBTOpP — MOUIEHHUK; OINpPEACIIUTh
OPUTHMHAIBHOCTh (POTO MOKHO € MOMOIIBIO (DYHKIIMH «IIOUCK KaPTHHOK» B
Google nnn Annexce;

IIPOCMOTPUTE KOHTEHT AKKayHTA: BPEAOHOCHBIE CCBUIKH WJIH HELIEH3ypHbIE
BBIPAXEHUS — MOBOJ] «HE APYKUTHY» C TAKON MyOJINYHON CTpaHULIEH.
POAHATIMZUPYITE AKTUBHOCTh: IOYUTAUTE KOMMEHTAPUH U U3YUUTE JIEHTY U
CKOPOCTh €€ HAaloJHEHUs — (eHKOBble MPOGUIN HAIMOIHAIOTCS OBICTPO,
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MpPUYEM HAIOJHSAIOTCS OHU OJHOTUIMHBIMU KOMMEHTApHUSMH, a TaKKe

MOANMCHIBAIOTCS HA BCEX MOIPS.

Tecmul u onpocwsl 8 COYUANLHBIX CEMAX

Kaxnaplii u3 Hac Tak WIM HMHA4€ BCTpEYaJ B JIEHTE COLMAIBHBIX CETEH
3a0aBHbIC TECThHI, MpEJIaralollue y3HaThb CBOW TMCHUXOJOTHYECKUH BO3pacT, Ha
MEPCOHAXa KakKoro cepuana IOX0XH WM C KaKuM 3HAaKOM 30/IMaKa y Hac
HanOOJILIINN TPOLIEHT COBMECTUMOCTH. OTBETHI HAa ATU BOMPOCHI BPSJT JIU IIOMOTYT
HaM B )KM3HH, HO TAKUE TECTHI MOTYT MTO3BOJIUTH 3JI0YMBIILUICHHUKAM YKPACTh BalllH
MIEPCOHAIILHBIC TAHHBIE JIMOO ICHBIU C JICKTPOHHBIX CYETOB.

TecTel omepupyroT 0a30BBIMH JAaHHBIMH W3 MPOGUIS COIHMAIBHON CETH
TaKUMH, KaK UM, KOTUIeCTBO (oTorpaduii, CBsI3U ¢ APY3bSIMH, JIJIST 4ETO MPOCST
JlaTh pa3pelieHue Ha CUHXPOHM3AlMIO C BamuM npoduiem (moctyn K ¢oTo,
JAHHBIM TOpo(WIIA, MOCTaM Ha CTEHE, CHOUCKY JApy3el | JApyrod JIUYHOU
uHdopmaIumn). ITH, Kazanock Obl, 6€300UIHBIE K HU O YEM HE TOBOPSIIUE JaHHbIC,
nonaayT B 0a3y pa3paboTuMka ¥ BIOCIEJICTBUU  HUCIIOJB30BATHCA €
HEMPaBOMEPHBIMHU LIEJISIMHU.

Crnenyer NMOMHUTB, YTO TECThI, OMYOJIMKOBAHHBIE B COIMAIBHBIX CETSX,
pa3MeIamTcs Ha CTOPOHHUX pecypcax, BIAJEibIlbl KOTOPHIX 3apabaThIBalOT Ha
pa3MELIEHUH PEKJIaMbl 1 MOHETH3ALMU CAMUX TE€CTOB — OT IOJb30BATENSI MOTYT
noTpeOOoBaTh TUIATY 32 MOJIYYEHHUE PEe3yIbTaTOB TECTA WM €r0 MPOXO0XKICHHE, TN00
MPEJIOKUTh YCTAHOBUTh Kakoe-Iu00 mpuiioxkeHue. TecThl HAMEPEHHO NIeNIAal0T C
OTPOMHBIM KOJMYECTBOM BOMPOCOB B PACUETE€ HA TO, YTO MOJIb30BATEII0 CTAHET
’KajJb MOTPAYEHHOIO0 BPEMEHM, U OH OTIpPaBUT «Hemoporyw» CMC, cToumMocTh
KOTOpPOM Ha CaMOM JIEJIE MOYKET 0Ka3aThCd HAMHOTO BBILIE 3adBJIeHHOU, uiau CMC
MOXET MOHAJ00UTHCS HECKOJIBKO.

Kpome nepexona nmo ccpuike, MOKET BOZHUKATh OMACHOCTh OCYILECTBICHUS
aTakd TOJ HA3BAHUEM «KIUKOMCEKUH2» — MOIICHHUYECKas cXema, MPU KOTOpPOu
3JIOYMBIIIUICHHUK MOET TOJYYUTh JIOCTYN K KOH(HICHIMATbHON WHOOpMAIUu
WIN JaKe K KOMIBIOTEPY MOJB30BaTENsA, 3aMaHUB €ro Ha BHEIIHE 0e300UIHYIO
CTpaHMIly WM BHEJPHUB BPEIOHOCHBIA KOJA Ha Oe3omacHyro cTpaHuily. [Ipunmmn
OCHOBAaH Ha TOM, 4TO ITOBEPX BUIMMOM CTPAHULIbI PACIIONIAraeTCsl HEBUIUMBIHN CIIOM,
B KOTOPBIN U 3arpyKaeTcs Hy>KHasi 3JI0YMbIIUIEHHUKY CTPaHULIA, IIPU ITOM 3JIEMEHT
yrpaBiieHus (KHOTKA, CChUIKA), HEOOXOAMMBINA Il OCYIIECTBICHUSI TPEOYeMOro
JIEUCTBUSI, COBMEIIAETCS C BUAUMOM CCHIJIKOM MJIM KHOIIKOW, Ha)KaTUE HA KOTOPYIO
OXKHMJIa€TCS OT TIOJIb30BaTelNisl. BO3MOXHBI pazIiMuHbIe CHOCOOBI MPUMEHEHUS
TEXHOJIOTUM — OT TNOANUCKA Ha PECypC B COLMAIBHOW CETH 10 Kpaxu
KOH(pUAESHIIUATIbHOU MH(GOPMAIIUU U COBEPIIICHUS MTOKYIIOK B HHTEPHET-Mara3uHax
3a 4y>KOHM CUET

Ymo oenamw:

v IIpy paspeleHnd JOCTyNa TecTa K NpOo(UIII0 B COIMAILHON CETH BCerua

BHUMATEJIHO YATANTE, JOCTYI K KaKOM MH(POPMAIINH 3aIPaIIiBaeTCs.

v’ PeryisipHO MpOBEPSITE HACTPOMKM BalIero NpoQuis B COLHUAILHON CETH:

KaKWe MPUIIOKEHUS K HEMY IIPUBSA3aHbI U HA YTO OHU UMEIOT MpaBa.
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v/ He BBOJMTE B TECTAX W IPH MEPEXOJIE MO CChUIKaM WH()OPMAIIUIO O JaHHBIX
OAHKOBCKOW KapThl, HOMEpA TejaedOHOB, MAPOJIU U JIPYyTrue MEepCOHATIbHBIC
JTAaHHBIE.

v’ UCIOJIB30BAaHWE M PETYISPHOE OOHOBJIEHME AaHTHBHPYCA IIPEIOTBPATHT
MPOHUKHOBEHUE BPEIOHOCHOTO JJIEMEHTa, €CIM OH JIEWCTBUTEIIbHO
MPUCYTCTBYET B TECTE.

v’ TeCTBI MOKHO MIPOWTH B MHTEPHETE, HE YCTAHABJIMBAS U 9TOTO OTHEIbHBIE
NPUIOKEHUS (4aCTO MOKHO YBUETH 3aIIPOC HA YCTAHOBKY).

Onnaitn-uzpul: eeceno nPoeecmu 6pemsa U Cmams Hcepmeoi MOUIeHHUKO8?

KomnbioTepHble WUIphl YK€ JIaBHO MEpecTalud OBbITh YE€M-TO HEOOBIYHBIM U
3araJJOYHbIM U B HUX UIPAET OTPOMHOE KOJHUYECTBO YEJOBEK M0 BceMy mupy. Ilo
JaHHBIM KoMnaHuu Microsoft, oO1ias ayauTopusi BUACOUTP COCTABISET O0JIee TpexX
MUJUIMAPIOB YETOBEK’.

C pa3BUTHEM HMHTEpHETA MOSBUIICS OTACIBHBINA KJIACC KOMIBIOTEPHBIX WID, B
KOTOpPBIE MOXXHO HWIPAaTh HE TOJBKO JIOKAJIBHO HAa CBOEM KOMIBIOTEPE WIH C
IIaPTHEPOM Ha OJHOW KIJIABHATYPE, & C THICSYaMU U JECATKAMH THICSY UTPOKOB CO
BCEH ILJIAHETHI.

PocT koimyecTBa UrpOKOB B OHJIAH-UTpaxX BIEYET 3a COOOW U POCT yrpos,
IIOCKOJIBKY MOIIEHHUKHM CTaparoTCs U3BJIEKAaTh MAaKCHUMAJIbHYIO BBITOJIY H3
CJIOKHUBILIEHCS CUTyalluu. B OHJIalH-UTpax XpaHUTCS HE TOJIBKO UIPOBasl BAIIOTA U
NpUOOPETEHHBIE UTPOBBIE MTPEAMETHI, HO HACTOSIIIIUE IEHBIU — BCE 3TO BBI3BIBAET Y
3JI0YMBIIIVIEHHUKOB OCOOBI UHTEPEC.

OcHosHble onacHocmu 8 OHNAUH-USPAx

1)  Kpaoxa NepCOHAIbHBIX OAHHBIX — MOXKAIIYH, CaMblil
pacpOCTPAHEHHBIN BUJI OHJIAWH-MOIICHHUYECTBA.

2)  Kpaoswca Oenee: urpoBasi BaJIIOTa, PEAMETHI UTPBI M HACTOSILNE AEHBIH
B BUPTY&JIbHOM KOILIEJIbKE — OCHOBHOW HMHTEpEC MOIIEHHHKOB. CIIEHHaIUCTBI
NPENYNPEXIA0T, YTO JUIsl IeliMepa PUCK MOJABEPrHYTHCS MOUIEHHUYECTBY
HauOosiee BBICOK, KOI/la OH OTKPBIBAET CUET JUIsl OIJIaThl, O€3 4ero HepeaKo
MHOTHE UTPHI BOOOIIEe HE «3amyckaroTcs». 48% ciaydaeB MOIICHHUYECTBA
IPUXOAUTCS KaK pa3 B MOMEHT OILIATHI.

3)  Kpaoxca axxkaymma: yKpaB akKKayHT, MOIICHHUKA HaYUHAIOT
[IAHTAXUPOBATH MOJIB30BATEINS, TPEOOBATh JEHBIM 32 BO3BPAT aKKayHTA.

4)  Bpedonocnoe npocpammnoe obecneuenue. Hanpumep, ojib30BaTeIto
npeajiaraeTcsl CKayaTh IJIaruH 1Jis Kakoi-To urpsl. He mogo3peBas noaBoxa, oH
MEPEXOAUT IO CChUIKE Ha JPYroM CauT, TJ€ 3allylIeHO BPEIOHOCHOE
nporpammHoe obecneuenue. Llenb Takoro 10 — nHanectu yuiep0 6€30macHOCTH U
KOH(HIEHIIMAIbHOCTH YCTpOMcTBa nosib3oBaTest. KpoMe toro, B (aiisibl Urpsl
MOTYT OBITh BCTPOEHBI BUPYCHI, ¥ TI0O HE3HAHUIO MOJIb30BATENb MOKET BIIYCTUTh
UX B CBOIKO CUCTEMY BO BPEMsI YCTAHOBKH.

S)  Hapywenue npueamnocmu. CONOCTaBUB JIaHHBIE, [IOJyYEHHBIE U3 UTP
U JIPyTUX HCTOYHHUKOB, 3JIOYMBIIIJIEHHUKH MOTYT MOJYYHUTh JOCTYI K JAPYTHM

¢ Hcrounuk: https://news.microsoft.com/2020/09/21/microsoft-to-acquire-zenimax-media-and-its-game-publisher-
bethesda-softworks/
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BallUM YYETHBIM 3alMCSIM, HalpuUMEp, B COLHMAIBHBIX CETAX, a TaKxKe
3apETrUCTPUPOBATh HA Ballle MMsI HOBBIE YYETHBIE 3alUCH WJIM JIa)K€ CO31aTh
U (POBBIE TUYHOCTH.

6)  Ckpwvimsie coopovl. HekoTOpble OHJIAWH-UTPHI BBIITYCKAIOTCA B YCJIOBHO
OecrilaTHOM BepCcHM: YacTh KOHTEHTa MPEAOCTaBIAETCS OECIUlaTHO, a Juis
MOJIYYeHHUS] JIOCTyNa KO BCEM BO3MOXKHOCTSAM U (QYHKUUSIM HEOOXOAMMO
3armatuTh. st 3TOro HEOOXOAUMO MPUBSA3aTh OAHKOBCKYIO KapTy K CBOEM
YYETHOW 3alHCH, U OIUIaTa OyJeT aBTOMATHYECKH CIHUCBIBATBHCS C KapThbl IPH
MOKYTIKE MOJIb30BATEIEM HOBBIX MPEIMETOB UM YCIYT.

Camble pacipOCTPAHEHHBIE MOULEHHUYECKUE CXEMbL:

1. Ilepenanpasnenue uepokos Ha @hetikogvie caiimvl, KOTOPHIE, KaK MPABHIIO,
BBITJIAJIAT, KAK HACTOSIIIME CAWTHI JJIA MOKYNKH aJJOHOB (SKUIUPOBKH, CHIIBI,
HOBBIX CIIOCOOHOCTEH U MPOY€ee) U UTPOBOM BatOThl. Ha camom zenie ocHOBHAas 11eJb
3TUX CAlTOB, KaK U JIIOOBIX (PUIIMHIOBBIX, — OOMaHOM 3aCTaBUTh MOJIb30BATEIIA
IIEPEBECTH JACHBIU 3@ TOBAP, KOTOPBIM OH HUKOIAA HE MOIYYHT.

2. Amaku wHa IP-adpeca uecpoxkoé (yHUKaIIbHBIE ajJpeca TOJb30BaTENs B
UHTEPHETE), Y3HAB KOTOPbI, MOIIEHHUKH MOTYT BBIYMCIUTH Ball (PAKTHUECKUN
anpec, UMs, GaMIIMIO U JAPYTYIO 3aKpbITYIO0 JM4YHYI0 HHQopmanuio. mes stu
JaHHbIE, OHM MOTYT YKpacTb Bally (PUHAHCOBYIO MH(OpPMAIMIO WU UIPOBBIC
YUYETHBIE JaHHBIE.

3. Quwuneosvie paccvliku, yeaib KoOmopvlx — OOMAaHOM BBIBEIATH Yy
MOJI30BATENsI JAHHBIE €ro Y4YeTHOM 3anmucu. MOIIEHHUMKH MOTYT pacchllaTh
UIPOKAM MHUChbMa MO AJIEKTPOHHOM IMOYTE O HEOOXOAMMOCTH MOATBEPAUTH CBOU
JaHHBIE JJI1 BXOJa B cucteMy. llepexoas mo cChlIKe M3 TakOoro muchbma, UTPOKU
NONaJal0T Ha MOAJEIbHYIO CTPAHMIy BXOAAa B CHUCTEMY, € UX IPOCAT BBECTH
TEKYUIUH Mapoyib U UM MOJb30BaTensl. B uTtore yuerHble JaHHbIE OKa3bIBAIOTCS B
pyKax MOIIEHHUKOB.

A MOryT M HampaBIATBCS CCBUIKM Ha BpeaoHocHoe I1O, mpuueM cambiM
pa3HO00Opa3HBIM CITOCOOOM:

e Ha ¢opyMe UTPOKOB (IMyOJHMKYIOTCS CCHUIKM Ha BPEAOHOCHYIO MPOrpaMMy

MOJ1 BUJIOM CCBUIKH Ha MaT4 UTPHbI);
® B camoil urpe (MpoOBOASITCS PACCHUIKH CChUIOK Ha BPEAOHOCHYIO MPOTPaMMy

O] BUJIOM «HOBOTO TaT4a);
® [0 HJIEKTPOHHON mouTe (pacchUlaeTcsi cmam C CcamMoll BpPEIOHOCHOM

IpOrpaMMoii OO CO CChUTKaMHU Ha Hee);
® BPEJOHOCHBIE MPOrPAMMBbI PACTIPOCTPAHSIOTCS Yepe3 GaiI0o0OMEHHBIE CETH;
® UCIOJB3YIOTCSA YA3BUMOCTU BeO-Opay3epoB ([uisl 3arpy3kd BpPEAOHOCHBIX

pOrpamMM MpH MOCEHIEHUH UTPOBBIX CAUTOB.)

® YaIle BCEro 3JI0YMBIIIICHHUKHN MYOIUKYIOT Ha UTPOBOM (OpyMe UK B UTPE

CCBUIKHM Ha BPEJOHOCHYIO ITPOrpamMMy € 3aMaHYMBBIMU KOMMEHTAPHUSIMU.

4. IloooenbHvle MoOUIbHBIE 8epcul NONYIAPHbLIX OHAauH-uep. Tlocne 3arpys3ku
Takue TPUIOKEHHUs ycTaHaBNuBalT BpenoHocHoe [IO Ha cmaptdonbl win
KOMITBIOTEPBI KEPTB. MOIIEHHUKN UCTIONB3YIOT Takoe 110 1y1s nmepexBaTa JaHHBIX
YUETHBIX 3alHCEW, HCIOIb3YEMBIX JUJISl COBEPIICHHS MOKYNOK Ha MOMYJSPHBIX
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UTPOBBIX TIaTGOpPMax v MpUCTaBKax. Jamee 3T maHHBIC HCTIOMB3YIOTCS JUTSl KPaKy
KOH(pUIEeHIIMATIbHOW WHGOPMAIIUKA TOJIb30BaTENs, BKJIIOYas JaHHbIE OaHKOBCKOM
KapThl, JOMAIITHETO ajpeca U Homepa TesnedoHa.

OcHognvle npasuia 6e30nacHocmu 8 OHIAUH-USPAX

v/ Jlns  coBepLICHMs JIIOOBIX HIPOBLIX IIOKYIOK IIOJIE3YMTECh TOJILKO
obHUIIHATILHBIMY caTaMu, TIPH ATOM BHUMATEJIHHO MPOBEPSIsl JOMEHHOE UM caiTa,
TaK KaK MOIIICHHUKH YacTO UCIOJIB3YIOT CO3BYYHBIE ¢ OPEHIOM JTOMEHHBIC UMEHA.

v/ V3HaBas O HOBOHM BO3MOKHOCTH B HIPE€ WIH MPWIOKEHHH HE U3
o(pUIIMaTFHOTO MCTOYHMKA, MOUIIUTE OoJblle uHpopMalmu mo 3Toi Teme. Yare
BCErO0 YK€ €CTh JIFOJU, KOTOPHIE C 3TUM CTAIKHWBAJIUCh W MOJEIHINCH CBOUM
MOJIOKUTEIIBHBIM UJIM OTPULIATENBHBIM OIBITOM.

v’ Ymure ¥ npoBepsiiTe HHGOPMAIUIO 00 aKIUSIX M BBHITOHBIX IPEII0KEHUIX
Ha 0(UIMATBHBIX UCTOYHUKAX WIH Y OQULIUAIIBHBIX TTPEACTABUTENCH.

v/ Huxkoraa He IEpEXOJUTE 110 CCHUIKAM, BEIYIIMM Ha CTODOHHME CANTHI.

v’ He orBeuyaiiTe Ha DJIEKTPOHHBIE MUCHMAa WM 3alPOChl Ha IEPENHCKY, B
KOTOPBIX Bac IIPOCAT YKAa3aTh OAHKOBCKHE, (DMHAHCOBBIC WM IICPCOHAILHBIC
NaHHbBIC, Ja)Xe €CIM BaM Ka)XeTCs, YTO COOOIIEHHE OTIPABICHO OT HIPOBOM
matdopMmel. HacTosimas koMranust He OyAeT 3alpainiiBaTh Y Bac WH(POpMAIUIO
gepe3 COOOIICHHMS.

v’ He JjenuTech MEPCOHANBHONW MHGpOpMALMEN, HE IepeaaBaiiTe JaHHbLIE
YYETHOM 3amMcu no WHTEpHETy. He mepechpuraiiTe Bamm ydeTHBIE JAaHHBIE JAXKe
JPY3bsIM.

v Ucnonp3yiiTe HaASKHBIA 1ApOdb JJIsS BXOJa B WIPY M HHMKOrJa He
MCIMOJIB3YHUTE OJIUH U TOT 7K€ MApOJIb JJIs1 HECKOJIBKUX YUYETHBIX 3aUCEH.

v’ He 3a0biBaiiTe 0 aByxdakTtopHoi ayreHTuduraumu. OHa HamexHee
3alIMIIAET BAC U YCIOXKHSET 3JIOYMBIIIJICHHUKAM 3a7ay4y.

v He 3a0bIBaiiTe peryssspHo 0OHOBIATH aHTUBHpYyCcHOE 110.

v' OgHuM u3 crnoco6os 3amurel MokeT ObITb VPN (Virtual Private Network,
BUpPTYyaJIbHas YacTHas ceTh). OHa AenaeT Ballle HHTEPHET-COSIMHEHNE MPUBATHBIM.
VPN-npuiokeHus JIETKO YCTaHaBIIMBAIOTCS, HE TPEOYIOT CIOKHOW HACTPOWKH U
00J1a1at0T PSIIOM MPEUMYIIECTB:

- 3alIMIIAIOT OT aTak, HarpuMep, DDoS, koTopsie MOTYT npeanpUHUMATHCS
MIPOTUB COTIEPHUKOB B OHJIAWH-UTPAX, OCOOECHHO B CIIy4ae KOHKYPEHTHOM
O0pBOBIL;

- o0ecrneunBaroT JIOMOJHUTEIBHYIO 0€30MMacHOCTh IIPH Niepeade JaHHBIX U
COBEpIICHUN OaHKOBCKUX oOIlepanuii, Nockoiabky VPN-coenunenue
HEBO3MOYKHO OTCIICIUTD.

HexoTtoprie VPN-nipuioxkeHust pacnpocTpaHstOTCs OeciaTHO, OJJHAKO OHU
MOTYT OrpaHHYUBaTh Tepefady JaHHBIX M HE O0OecneyuBaTh IOJHOILICHHYIO
6e3omacHocTh. [lepen Tem kak BeiOpaTh VPN, Hy)XHO 4e€TKO MOHMUMAaTh, Ha YTO
OyZeT pacmpoCTpaHAThCS €ro 3amura. i1 3TOro 03HAaKOMBTECh C YCIOBHSIMHU
MPEIOCTaBIICHUSI YCIAYr, B TOM 4YHCJIE C TOJUTUKONH KOH(PUIACHIIMAIBHOCTH.
Hecmotpss Ha TO uyTo Hekotopbie VPN-cepBuCHl 00€IIaOT 3amuiaTth Bac OT
BpeaoHocHOTO [1O 1 QUIMHTOBBIX CAUTOB, OHU HE TAPAHTUPYIOT TAKOTO K€ YPOBHS
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3aIUMTBI, KAaKOW JaeT CaMOCTOSTEIbHBIM AHTHUBUPYC, II03TOMY ONTHUMAJIbHBIN
BAapUaHT — UMETh U TO, U IPYTOE€.

PA3JAEJI I11. 3amuTa npas 4yejioBeka B (puHAHCOBOM chepe

HeBo3MOXkHO paccMaTpuBaTh BONPOCHI 3alllUThl IPaB YEJIOBEKa B
dbuHaHCOBOM cdepe, HE ONpeeUB MOHITHE COOCTBEHHO «IIpaB ueloBeKa». B ux
YUCJIO MPUHATO BKIIOYATh MPABO Ha KU3HB U CBOOOIY, cBOOOAY OT pabcTBa U
IBITOK, CBOOOAY YOEXIEHHI M MX CBOOOJHOE BBIpAXXEHME, IMPaBO Ha TPYII,
oOpa3oBaHME U T.J. DTUMHU IIPaBaMH JOJKHBI 001a/1aTh BCe 0€3 UCKITIOYCHHUS JIFOH
BHE 3aBUCHMOCTH OT HX I10JIa, BO3PACTa, pACOBOM M ATHUYECKON NMPHUHAIIEKHOCTH,
BEPOMCIIOBEIAHNS M T.11. .

[lepedens KIIIOYEBBIX MPAB U CBOOOJ YeIOBEKa 3apuKkcupoBaH Bo Beeobeit
JIeKJIapallii MpaB 4YesioBeKka, mpuHsAToM B 1948 rony, mo3gHee ObUIM CO3/1aHBI U
JApYrue JTOKYMEHTBI, paCIIMPSIONIME W YTOUHSIOIIME IEpEYEHb MPAB YEIOBEKA B
pasiu4HbIX cdepax®.

MHorue 13 ynoMsHYTHIX BBIIIE NpaB uejoBeKa ¢ (PUHAHCOBOU cdepoit
HAIpsSIMYIO HE CBSI3aHbI, OHAKO OIIMOOYHO OBLIO OBl AyMaTh, UTO B (PMHAHCOBOIA
cdepe He MOTYT HapylIaThCs MpaBa uyenoBeka. Cpeau pakTopoB, HEMOCPEACTBEHHO
YIPOXKAIOLIUX MPABaM Y€JIOBEKA B (PUHAHCOBOM CEKTOPE’, BBIIEIISIOTCS:

1. JluckpuMuHaNMs B IpaKTHKaxX KPEAWTOBAaHMS: BblAAa4a KpPEIUTOB
MO>KET 3aTparuBaTh [IPaBa Y€JIOBEKa BHE 3aBUCUMOCTH OT BETMUMHBI U CPOKA 3aliMa.
Tak, B BbIJau€e 3aiiMa 4YeJIOBEKY MOKET ObITh OTKA3aHO M3-3a €r0 PACh, PETUTUU WIIH
BEPOUCIIOBENAHMS. A pa3BUTHE aBTOMATUYECKON MPOBEPKU KPEAUTOCIIOCOOHOCTH
MO3BOJISIET 3aMACKUPOBATH TAKUE MPAKTUKU.

2. OtcyrcTBHE OOBEKTHUBHOTO TMPEACTABICHUS O KIMEHTE: BCE
(vMHaHCOBbBIE OpraHU3alMy JOJKHBI TPOBOJUTH MOJIHBIM KOMIUIEKC MPOBEPOK 10
BbIIAYU KpeIuTa, B TOM uucie npu padote ¢ moabmu. HecoOmrogenue storo
OpUHLIMIIA U BblJadya Kpeauta Oe3 MPOBEPOK MOMKET MPUBECTU K CEPbE3HBIM
HapYILIEHUsIM IIPaB YEJIOBEKA BIIOCIIEICTBHH.

3. OtcyTcTBHE OOBEKTHBHOTO TMPEACTABJICHUSI O CEKTOpPE, B KOTOPHIM
IUTAHUPYETCS MHBECTUPOBATh: (PUHAHCOBBIE OpPraHU3alMH JOKHBI YOSUTHCS, YTO
YX MHBECTULMU B PA3HOTO pOJa MPOEKTHI HE BEIYT K HAPYLIEHUIO [TPaB YEJIOBEKA.

4. KonpuaeHmansHOCTh JAHHBIX KIMEHTOB U COTPYAHHUKOB: ciabdast
3alllMTa TaKoro poja MHPOpPMalMU MOXKET BECTH K HAPYIICHHUIO MpPaB YEIOBEKa,
0COOEHHO B Clly4ae, eClid TPEThbUM JIMIAM CTajla JOCTyTHA MH(OpMaIUs 0 BaXHBIX
JUIsL  YelloBeKa achekTax ero (MHAHCOBOrO MmojokeHus. DuHaHCOBBIM
OpraHu3alysIM Ba)KHO 00€CIIeYMBATh 3aIIUTY IaHHBIX, YTOOBI TOTO HE MPOU3OILIO,
a TaKXe MOBBIIIATH KOMIIETEHIIUA PAOOTHUKOB B YAaCTH 3aIUTHI HHPOPMALIUH.

7 IIpaBa yemoBeka / Opranuzanust oobeauHeHHBIX Harmidt. URL: https://www.un.org/ru/global-issues/human-rights
(nata obpamenus: 04.07.2022)

8 BeeobOmas JleKJiapalus npas ueiaoBeka, 1948. /

URL: https://www.un.org/ru/documents/decl conv/declarations/declhr.shtml (nata o6pamenwus: 04.07.2022)

9 10 Human Rights Priorities for the Financial Sector / BSR. URL: https://www.bsr.org/en/our-insights/primers/10-
human-rights-priorities-for-the-financial-sector (nara oopamenus: 04.07.2022)

22



https://www.un.org/ru/global-issues/human-rights
https://www.un.org/ru/documents/decl_conv/declarations/declhr.shtml
https://www.bsr.org/en/our-insights/primers/10-human-rights-priorities-for-the-financial-sector
https://www.bsr.org/en/our-insights/primers/10-human-rights-priorities-for-the-financial-sector

5. PaBeHCTBO B oruiate TpyAa: OpraHu3anuy B GUHAHCOBOM CEKTOpe (Kak
U B JI1000i JIpyroit cdepe) JoMKHBI 0OecrieunBaTh CIpaBeJIMBYIO OIUIaTy TPY/a,
OCHOBAaHHYIO Ha OLICHKE MPOU3BOAUTEIILHOCTH paboTHUKa, ero
npodecCHOHANIbHBIX, @ HE KaKUX-IMOO NpYyrux KadecTB. B MpoTUBHOM ciydae
HapyIIaeTcs oJHa 13 0a30BBIX MPEANOCHIIOK KOHIICIIINY MPaB YeJlOBEeKa — UJIes O
BCEOOIIIEM PaBEHCTBE.

[lepeuriciieHHbIE BBIIIE BO3MOKHOCTU [UJIsl HapyILIEHUs IpaB 4eloBeKa B
¢buHaHCOBOH cepe TeMOHCTPUPYIOT, KaK 3Ta 00JIacTh BIIMCaHa B 0oJiee MIMPOKYIO
KOHIIEMIINIO MpaB 4yenoBeka. OIHAKO MHOTHE M3 aCEeKTOB, O KOTOPHIX IIIa PEUb,
KacaroTcs, CKopee, pabOTHUKOB cdepbl (PMHAHCOB WM MEKOPTaHU3AIMOHHOTO
B3aMMO/JICHCTBUS.

Uro kacaercs crenu(PUUECKUX MpaB YeloBeKa B cpepe (PUHAHCOB, CTOUT
OTMETHUTb, YTO T€, KTO TOBOPUT O TAKHX POJia MpaBax, aleJUIMpyIoT K cratbe 25 (1)
Jlexnapaiuu npaB ueioBeKa, KOTopasi yTBEpKIaeT, 4To «Kaxkaplii ueJoBek uMeer
OpaBO Ha TaKOW JKU3HEHHBIM YPOBEHb, BKIIOUYas MUILY, OJEXKAY, KUJIMILE,
MEAMIMHCKUM yXO0J4 U HEO00XOAMMOE COLHMAIbHOE OOCIYKWBAHUE, KOTOPBIN
HEOOXOUM JUIsl MOJAJEPKAHUS 370pPOBbsl U OJaroCOCTOSIHUSI €r0 CaMOro M €ro
CEeMbH, 1 IPABO Ha 0OecreueHue Ha ci1ydail 0e3padoTulLibl, 001€3HN, HHBAJIUHOCTH,
BJIOBCTBAa, HACTYIUIEHHUS CTapOCTH WM HHOTO Ciy4as YTpaTbl CpEACTB K
CYLIECTBOBAHMIO IO HE 3aBHUCSIIUM OT HEro odcrosrenbcTBam». OHU oOpamaroT
BHMMaHUE, 4YTO HMEHHO Haimuyue (UHAHCOB W JOCTYN K (DUHAHCOBBIM
WHCTpYMEHTaM (HampuMep, KPEAUTOBAHUIO) U TIO3BOJISIET YEIOBEKY MOIYYHUThH
JIOCTYIl KO BCEM 0a30BbIM OJiaraM, Ha KOTOpbIE JOHKEH MMETh MPaBO KaxIbIM.
bonee TOro, WMEHHO HaJlWMYWe BO3MOXHOCTH HCIIOJIB30BaTh (HUHAHCOBBIE
WHCTPYMEHTBI MOXKET CIIOCOOCTBOBATH BBIXOMY U3 OCTHOCTH (KOTOpasi TPakTyeTcs
KaK OTCYTCTBHE JOCTyIa K IMEpPEUrCICHHBIM BbIle Omaram). Mcxoas w3 3Toro,
yUY€HbI€ JIeJIa0T BBIBOJI, YTO MPABO Ha JOCTYI K (pMHAHCAM U KPEIUTOBAHHUIO HAJ0
paccMaTpuBaTh Kak Ipaso yesoBeka'’,

B 00b171eHHOM KU3HU TTOHSATHE MPaB YesioBeKa B (PMHAHCOBOU chepe MOKET
TpakTOBaThcs OoJiee MIUPOKO, M TOBOPS O HAPYUICHUH MpaB 4YeIOBEKa, SKCIEPThI
3a4acTyl0 MOHMMAIOT CUTYalllW, KOTJa I'pa)</JaHe CTAJKMBAIOTCS C (PMHAHCOBBIM
MOILIEHHUYECTBOM, NpoOJieMaMu C KpPEAUTHBIMU OpraHu3alusIMd W 1p., U
OKa3bIBAlOTCSl BBIHY)KJIEHHBIMH OOpOTBCS 32 COXPaHHOCTb CBOUX CPEJNCTB.
Hecmotpst Ha TO, 9TO MHOTO€ B 4YacTH ()MHAHCOBOW O€30MacCHOCTH 3aBHCHUT OT
CaMOro 4YeJIOBeKa, BAXHYIO pPOJb B €€ OO0ECIeUeHUH WIrPalOT OpraHU3alni,
00eCIIeunBaloIye 3alUTYy IIPaB YeloBeka B puHancoBoi chepe!’.

Mepb! 1o 3amuTe mpas yenoBeka B (PMHAHCOBOM chepe MOKHO pa3IeTuTh Ha
peakTuBHBIC (padOTy MO GaKTy y’Ke COBEPIIIEHHOI'O MOIIICHHUYECTBA, HAIIPUMED, Ha
OCHOBE KaJio0 OT €ro KEPTB) U MPEBEHTUBHBIC (KOT/1a TOTEHI[HAIbHBIC HAPYIIICHHSI

10 Pradeep K.B. Access to Finance and Human Rights / MPRA Paper No. 80336. 03.08.2017. URL:
https://mpra.ub.uni-muenchen.de/80336/1/MPRA _paper 80336.pdf (nata odpamenus: 04.07.2022)

! Tlepeuens opraHusanuii W onMcaHWe WX MOJHOMOYHMH TOJTOTOBJIEHO HA OCHOBE: 3allUTa TPaB U HUHTEPECOB
notpeduteneld ¢uHaHcoBbIX yciyr. PenepanbHblii GoHI MO 3ammTe mNpaB BKIagUMKOB M akiuoHepoB. URL:
https://fedfond.ru/bitrix/docs/zaschita_prav.pdf?ysclid=140rjbx4qj889467271 (nara obpamienus: 22.06.2022)

23


https://mpra.ub.uni-muenchen.de/80336/1/MPRA_paper_80336.pdf
https://fedfond.ru/bitrix/docs/zaschita_prav.pdf?ysclid=l4orjbx4qj889467271

IIpaB YeJIOBEKA BBISABIISIFOTCS IO TOTO, KaK OT HUX KTO-TO HocTpagail. JlesTenbHOCTh
B 000MX HampaBleHMsx BeneT Bamx Poccuu'?. B Hero MOXHO 00OpaTHTHCI U
cooOmMTh, 4YTO (UHAHCOBAs OpraHu3aldsg HapyllaeT TMpaBa YeJIOBEKa B
¢bunancoBoit chepe. [Ib He BMemmBaeTcss B JOTOBOPHbIE OTHOLIECHUS MEXKIY
OpraHu3alyen 1 KIIMEHTOM, OJTHAKO MOKET HHUIIUUPOBATH TPOBEPKY ACSATEIHHOCTH
OpraHu3allid U TPUHATH MEpPbI, €CliM HapylieHus OyayT BbisiBieHbl. L[Ib Bemer
CTaTUCTHUKY IO 0OpallleHUsIM C *Kano0aMu Ha pa3IMdHbIe BUIbI Opranu3anuil. bonee
MOJIOBUHBI BCEX JKaJloO0 HA HApYIICHHWE TpaB dYejloBeKa B (puHAHCOBOU cdepe
IIPUXOJINUTCS Ha KPEAUTHBIE opraHu3anuu. Beero xe 3a saBapp-Mapt 2022 roga B
bank noctynuio 94,9 Teic. xano0. bank Poccun umeeT cBOI0 MUHTEPHET-ITPUEMHYIO,
II€ MOXHO BBIOpaTh YOOOHBIM crmoco0® oOpamieHus 3a €ro MOMOUIBIO:
https://cbr.ru/reception/.

Ecnu bank Poccun He BMEIIMBAETCSA B OTHOILICHUS KJIMEHTA U OPraHU3alni,
TO TIOMOYb C ypEeryJupoBaHUEM KOH(MIUKTA MOXKET (uHarcoswlii omoyocmer. OH
SBJIIETCS] HE3aBUCUMBIM OT OPTraHOB BJIACTH, OpPTraHU3AIMNA U JIOJDKHOCTHBIX JUI. B
cllydae BO3HUKHOBEHHUS CIIOPHBIX CUTyalui ¢ (UHAHCOBOW oOpraHu3anuend OH
MOJKET IIOMOYb OCYILIECTBUTh JOCYACOHOE YpEeryJupoBaHME U H30€kKaTh
oOpatieHus B cya. CymecTByeT psi OTpaHUUYEHUH AJIs Te€X, KTO X0UeT 00paTUThCS
3a IOMOUIbIO K (PMHAHCOBOMY OMOYICMEHY:

— OH paccMaTpUBAEeT BOMPOCHI OKa3aHUsl (MHAHCOBBIX YCIYT JUIS

JIMYHBIX, CEMEHHBIX, OBITOBBIX HYX/I, HE CBSI3aHHBIX C BEJICHUEM OHM3HECA;

- BCE CIIOPHI ¢ PMHAHCOBBIMHU OPTraHU3AIUSIMU PEIIAIOTCS TOJIBKO TP UX

B3aMMOJICUCTBUH C (PMHAHCOBBIM YITOJIHOMOYECHHBIM;

= MaKCUMaJIbHBINA pa3Mep JCHEKHbIX TpeOoBaHuil coctaBiseTr 500 ThiC.

pyOeit (ucknrouenue — cropsl o OCAI'O, Tam TUMUT HE YCTAHOBIICH);

— CO JIHS BOBHUKHOBEHUS criopa ¢ ()MHAHCOBOW OpraHM3aluei JOJKHO

IIPOMTH MEHEE TPEX JIET.

Ilepen Tem, Kak 0OpaTUThCS 3a MOMOIIbIO K (DMHAHCOBOMY OMOYJICMEHY,
cienyeT yOeauThCs, YTO €ro CHop MOMJIEKUT PACCMOTPEHHIO, 3aTEM IMOAaTh
MPETEH3MI0 B (PMHAHCOBYIO OpraHU3alMI0 U HamucaTh oOpauieHue (pUHAHCOBOMY
YIOJIHOMOYEHHOMY.

Cesi3aTbCsil € YNOJHOMOYEHHBIM, a TaKke HaWTH Oojiee MOJIPOOHYIO
uH(dopmaIuio o pabore (UHAHCOBOTO YIIOJIHOMOYEHHOTO MOKHO Ha O(pHUIIHAIIBHOM
caiire: https://finombudsman.ru/.

Opunuyeckyro moMomp B YacTH YPETYJIMPOBAHUS OTHOIICHHHA C
(UHAHCOBHIMU  OpraHW3alldIMH  TaKKEe  OKa3bIBacT Obwepoccutickast
Obwecmeennasn Opeanuzayus «Coros 3awumel npas nompeoumenell QUHaAHCOBbLX
yenyey (Quunompebceoros), coznannas B 2010 rogy. Ilenbro opranu3anuu siBaseTCs
3alllMTa MpaB U 3aKOHHBIX UHTEPECOB MoTpeduTeseil B cdhepe GUHAHCOBBIX YCIYT U
CO3[aHK€ CMPABEJIMBOIO U IUBUIM30BAHHOIO (DMHAHCOBOTO pblHKa. OpraHu3aius
pemaeTr ueiablid Kpyr 3ajad, CBS3aHHBIX C OKa3aHUEM IOPUJIMYECKOW IMOMOIIH,
COJICCTBHEM TMOBBIMICHUIO 3((PEKTUBHOCTH MOCTABUIMKOB (PMHAHCOBBIX YCIYT,

12 3amuTa npaB norpedurencii ¢puHancoswix ycuyr // bank Poccun. URL: https://cbr.ru/protection rights/ (mata
obpamenus: 22.06.2022)
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OOIIIECTBEHHBIM KOHTPOJIEM 3a COOJIIO/IEHNEM 3aKOHOJATeNIbCTBA B JaHHOU cdepe,
MOBBIIIEHUEM  MHPOPMHUPOBAHHOCTH O  pbIHKE  (UHAHCOBBIX  YCHYT,
npeaoTBpalleHueM MOIIeHHHYecTBa U mp. bonee moapoOHyro uHpOpManuio U
KOHTAKThl OpraHU3allMi MOKHO HAlTH Ha ee caire: http://www.finpotrebsouz.ru/.

Eme opna opraHuzanusi, 3aHUMAarOIIascs 3allUTOW TIpaB YeIoBEKa —
Pocnopmebnaosop, ero 3amada — 3amura IpaB MOTpeOuTeneH (B TOM YHCIE
noTpeduTenel (UHAHCOBBIX YCHyr). DTa OpraHu3alus MOXET OCYIIECTBUTh
MIPOBEPKY, COOMIOZACT JM OpraHW3aIus, OKas3bIBaromias (PUHAHCOBBIC YCIYTH,
npaBuwia ux npenocrasieHus. [lomumo 3toro, PocmorpeOHam3op oTBeyaeT 3a
IPOBEPKY TOr0, YTOOBI (PMHAHCOBASI OPTaHU3AIMS HE IPE0CTaBIsIa HHPOPMAIHIO,
BBOJAINYIO B 3a0NyKJIeHHE €€ KIMEHTOB. B ciyyae BBISBICHHUA KaKUX-JIHOO
HapywieHuid PocnoTpeOHaa30p MOXET MNPUMEHUTh MEpPbl MO HX IPECEUEHHIO:
BbIATh MPEJNUCAHUE O NPEeKpalleHWH HapylleHus I[paB I0JIb30BaTENEeH,
noTpeOOBaTh YCTPAHUTHh CYIIECTBYIOIIME HAPYIICHUS, a TaKXKEe MPHUBJICYb K
OTBETCTBEHHOCTH T€X, KTO COBepIIMJ HapymeHus. OH k€ BEIeT CTaTUCTHKY
OTHOCUTEJIHHO BBISIBIICHHBIX HapylieHud B cdepe moTpeduteneit (GpUHAHCOBBIX
YCIIYT.

KoHTakTbl ropsuell JUMHUM TIO 3allUTe MpaB MNOTPEOUTENCH, a TaKkxke
uH(dOpMaIHIO 0 JIeaTeTbHOCTH PocrioTpebHan30pa MOKHO HATH Ha O(UIIUATTEHOM
caire: https://www.rospotrebnadzor.ru/.

DeodepanvHylo aHMUMOHONOALHYIO CYJHcOY MOXKHO TaKXKe OTHECTH K
OpraHu3alysM, CTOAIIMM Ha CTPpaKe MpaB yesioBeKa B puHaHCOBOM chepe. OqHoit
U3 KIIOUEBBIX €€ 3aJ]ay sBJSIeTCS O0eCHeuYeHHEe KOHKYPEHIMH Ha pPBIHKE
¢uHaHCcOBbIX ycuyr. Hapsny ¢ 3TMM  OHa KOHTPOJIMPYET COOJIIOICHHE
3aKOHOJATEIBCTBO B cepe pekiiaMbl. B uncie HanpaBieHni JesTeIbHOCTH:

= OpelOTBpallleHHe U IPEceueHUue peKiIaMmbl, CIOCOOHONW BBECTH

M0JIb30BaTENs B 3a0Jy>KI€HIE UM HAHECTH BPEJl €ro 3/J0POBbIO;

— 3allMTa OT HETOOPOCOBECTHOW KOHKYPEHIIUU;

— MIPUBJICUCHHE CyOBEKTOB pEKIIaMHOMI NEeSATENbHOCTU K

OTBETCTBEHHOCTH 3a HapylIeHUE 3aKOHOAATENbCTBA;

= B3aMMO/ICHCTBUE C OpraHAMH PETYJINPOBAHUS PEKIIAMBI.

["oBopst 00 opraHu3anusx, 3aNUIIAIONINX TTpaBa moTpeduTenel (MHAHCOBBIX
yCIIyT, HENb3s HE OTMETUTh PalboTy opeanos eHympeHHux oen, noauyuu. OHH
3aHUMAIOTCS PACCIIEIOBAHUEM TPECTYIUICHUN U 00s13aHbI MPUHUMATH OOpaIleHus
rpaxiaH B JJI000€ BpeMs BHE 3aBUCUMOCTH OT MECTa COBEPIICHUS MTPECTYIUICHUS U
MOJIHOTHI IAHHBIX O HEM. B 3as1BIIeHNM HY»KHO YKa3aTh CyTh IPOU30IIEAIIETO0, 1aTy,
BpeMs 1 MecTO. BaykHO Takke MpeioCTaBUTh MH(POPMAIUIO O pa3Mepe HAHECEHHOTO
yiep6a. [locne nogaun 3asBiaeHUS HEOOXOIUMO MOJTYUYUThH TAJIOH-YBEAOMIICHUE O
ero npueMe. Pemienue o ganpHeiel cyap0e 3asBiIeHUe JOIKHO ObITh MPUHSTO B
TEUEHUE CeMHU JHEeW ¢ MomeHTa oOpaiueHus. Eciau oTBeT He MOJydeH, HYKHO
oOpaTtuThcs K pykooauTento OBJI, a eciu 1 'y HEro oTBET NOJYYUTh HE yJIaCTCA —
B IIPOKYypaTypy.

CyliecTBYyIOT TakKe€ OpraHu3alud, OPHEHTHUPOBAaHHBIE HA IOMOIb
NoTpeOUTENSIM OTHEIBHBIA KaTeropuil (PUHAHCOBBIX YCIyr. Tak, Hampumep,
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Deoepanvhulii YOHO no 3awume nNpas KIAOYUKO8 U AKYUOHEPOS, PAOOTAIONTUH C
1995 rona, pemaer caeayromme 3aaauu:

- BBITIJIaTa KOMITCHCAIUMH, MMOCTPAJaBIIUM Ha POCCHICKOM (DMHAHCOBOM

PBIHKE;

- OecriaTHOE HOPUAMYECKOE KOHCYJIBTUPOBAHME IMOCTPAJABIIMX Ha

poccuiickoM (PMHAHCOBOM PBIHKE;

- MOBBITIIEHNE (PUHAHCOBOM TPaMOTHOCTH ¥ (PMHAHCOBOM OJIUTEIHLHOCTH.

[ToapoOHyr0 HHpOPMAITHIO O AESITEIHFHOCTH (OHA, a TAKKE O TOM, KTO U B
KakOM CJly4a€ MOXET pacCUUThIBATH HA KOMIICHCAIIMI0 MOXKHO HaWTH Ha
odunranbHoM caiite: https://fedfond.ru/

3alMTOM  MHTEPECOB  BKJIAIUUKOB 3aHUMAETCs W Aeenmcméo  no
cmpaxosanuto 6xk1a0os, co3gannoe B 2004 rogy M okasbiBaromiee (PU3MUECKUM
JWIaM ¥ UHAUBUAYAIBHBIM MPEANPUHUMATEIISIM TTOMOIb B MOJYYEHUH CPEJICTB,
BJIOKEHHBIX B OaHkM (0aHK Uil ATOrO JOJKEH ObITh YYaCTHUKOB CHCTEMBI
CTpaxoBaHUs BKJIAOB).

[IpoBepuTh, Kakue OaHKHU SIBISIOTCS YYaCTHHUKAMHU MPOTPAMMBI, a TaK»Ke
y3HAaTh, YTO JeJaTh BKJIATYMKaM OaHKOB, TUITUBILIUXCS JIUIIEH3UH, TAKKE MOXKHO Ha
ouIMaNbHOM caiTe areHTCTBa: https://www.asv.org.ru/

IIpokypamypa Poccutickou ®edepayuu WUrpaeT ocoOyr0 MpaBO3aLIUTHYIO
poib, Tak Kak ee oOpradsl o00Jadal0T OTHOCHUTEIbHOW aBTOHOMHOCTBIO
(GYHKIIMOHAIBHBIX ~ BETBEH  T'OCYJapCTBEHHOM  BJacCTH M JIOCTaTOYHOM
Pa3BETBIICHHOCTHIO, 00CCIIEUMBAFOIIEH MTPAKTHYECKH TOBCEMECTHBIN JOCTYIT K HUM
HaceneHus. B @epnepanbHom 3akone oT 17 suBaps 1992 r. Ne 2202-1 «O
npokyparype Poccuiickonn de-aepaunn» 3aKperuieHbl HOPMbI, TOATBEPKIAOIINE
MPABO3AIIUTHBIN XapakTep AEATEILHOCTH OPraHoB MpokKypatypel. Kpome Toro,
MpoKypaTypa o0JaaeT MOJTHOMOYMSIMU IO OCYIIECTBICHUIO 3alllUThl TpaB U
CBOOO]I UeNIOBEKAa U TpakJIaHUHA, KaK B HAJ30PHOM, TaK U B HEHAJ30PHOM BHJIaX
nearenbHocT. Ilogate oOpamenue B Ilpokyparypy P® wmoxHO Ha caiite:
https://epp.genproc.gov.ru/web/gprf/internet-reception.
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Ipuioxenus
Ilpunoscenue Nol

I'noccapmii

Aymenmughuxayus — 5TO TpoueAypa MNPOBEPKH MOMJIUHHOCTH JIUIIA,
MOJIYYAIOIIEr0 JIOCTYN K aBTOMATU3WPOBAHHOM CHUCTEME, MyTEM COIOCTaBICHUS
COOOIIEHHOTO UM HUJEHTU(UKATOpa U MPEAbSIBICHHOTO IOJATBEPKIAIOIIETO
dakTopa.

bnokueiin — pacnipeneneHHast 6a3a JaHHBIX, KOTOpasi COAEPKUT UHGOPMALIUIO
000 BCEX TPaH3AKITUAX, MPOBEICHHBIX YIaCTHUKAMHU CUCTEMBI.

Jlox00bi — COBOKYITHOCTH BCEX JCHEKHBIX TOCTYIUICHHH YeIOBEKa WITU
JIOMOXO035HCTBA (TaKKMX, KaK 3apa0b0THAs IJIaTa, TOXObI OT MPEANPUHAMATEITHECKON
NEATETLHOCTH, COITUATBHBIC BBITIIATHI, JOXOJIBI OT COOCTBEHHOCTH U TIP. ).

Jloxo0w1, nonyuennvle npecmynuvim nymem — J€HEKHbIE CPEJCTBA UM UHOE
UMYIIIECTBO, MTOJTYYCHHBIC B PE3YIhTATE COBEPIICHUS MPECTYIICHUS.

HUnghnayus — n3MeHeHNEe B YPOBHE IICH B TEKYIIIEM MEPHOJIC B CPABHEHUH C
BBIOPAHHBIM TIEPUOJIOM.

Komnnaenc xoumpons — cucteMa BHYTPEHHETO 00ECIeYEHUsI COOTBETCTBUS
NeSATEeILHOCTH KOMIIAaHUH TpeOOBaHUAM (PMHAHCOBOTO 3aKOHOAATENILCTBA.

Kpeoumosanue — npenocTaBieHUE 3a€MINUKY JCHET OaHKOM WM JPYTrou
(bUHAHCOBOM OpraHu3aIliel MO OPEICICHHBINA MPOIEHT.

Kpunmosantoma — uudpoBas T1aTexHas CHUCTEMa, MPU TMPOBEICHUU
orepanuii B KOTOPOW HE y4acTBYIOT OaHKH.

Jezanuzayus (ommuleanue) 00X0008, NOIAYUEHHbIX NPECMYNHbIM NYymem —
NIPUJIaHAE TPABOMEPHOTO BHJIA BJIQJCHHIO, ITOJH30BAHUIO WU PACIIOPSKCHHIO
JIEHEKHBIMH CPEJICTBAMH WJIM WHBIM HMYIIECTBOM, TOJYYCHHBIMH B PE3yJIbTaTe
COBEPIIICHUS MPECTYTUICHHUSI.

Jluunas ¢unancoeas 6eszonacHocmv — 3TO COLUUATBHO-3KOHOMHUYECKAS
BO3MOYKHOCTH U€JIOBEKa, MMETh (PMHAHCOBYIO HE3aBUCHUMOCTD ISl YAOBIICTBOPEHUS
CBOMX MaTEpHAIBHBIX U JAYXOBHBIX MOTPEOHOCTEW, KaK WHIWBHUIYAIbHO, TaK H
BHYTpH OOIIECTBA, a TAKKE COXPAHECHUE 3TON HE3aBUCUMOCTH B TIEPCIICKTUBE U €€
JAJIbHEHNIIIEE IPEYMHOXKEHHUE.

Mowennuuecmeo — XUIIEHUWE TIyTeM OOMaHa WIN 3J10yNOTpeOIeHUs
JOBEPUEM.
Hayuonanvnas ¢unancoeas 6Oe3zonacHocms — COCTOSIHUE (DPUHAHCOBO-

KpEeOUTHOM  cdepbl, KOTOpOE  XapakTepu3yeTrcsi  CcOalaHCHPOBAHHOCTHIO,
YCTOMYHUBOCTbIO K BHYTPEHHUM M BHEIIHUM HETAaTUBHBIM BO3ICHCTBUSIM,
CIIOCOOHOCTBIO 3TOM cdeprl oOecrieunBath 3PdekTuBHOE (HYHKIHOHUPOBAHHE
HAIlMOHAJIBbHOM JKOHOMHMYECKOM CHUCTEMBbI M DSKOHOMHUYECKHM POCT; YPOBEHb
3aIMIIEHHOCTH (PUHAHCOBBIX HHTEPECOB HA MaKPO- U MUKPOYPOBHSX (PMHAHCOBBIX
OTHOLIECHUM.
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Ilepconanvusie danuvie — mr00ast nHOOPMAIUS, OTHOCAIIASACA K TPSIMO WITH
KOCBEHHO OIIPEACIICHHOMY WJIH OIpeaeiieMoMy (u3ndeckoMy Iy (CyOBEKTY
MIEPCOHAJIbHBIX JAHHBIX ).

Coepeorcenus — pa3HHIA MEXIY I0XO0JIaMH M pacXoJaMU HACEJICHHUS.

Danvuueomonemnuyecmeo — MU3TOTOBIIEHHE B IEIIX CObITa MOAAEIBHBIX
OaHKOBCKHMX OMJICTOB, IICHHBIX OyMar, a Tak)Ke UX XpaHCHHUE U ITePEBO3Ka.

Qunancosas 6ezonacHocms — TIOHATHE, BKJIIOYAIONICe KOMILIEKC MEp,
METOJIOB M CPEJACTB IO 3alUTe SKOHOMHUYECKUX HHTEPECOB TOCyJapcTBa Ha
MaKpOypOBHE,  KOPIIOPATHBHBIX  CTPYKTYp, (HHAHCOBOW  JESITEIBHOCTH
X03SUCTBYIOMNX CyOBEKTOB HA MUKPOYPOBHE.

Quuiune — PpacChbUIKa DJJICKTPOHHBIX THMCEM O SKOOBI TPOU3BOJAUMBIX
W3MEHEHHAX B CHCTEME O€30ITacHOCTH OaHKa.

@Dopekc — PHIHOK, T MPOUCXOIUT MOKYTKA U TIPOaka ICHESKHBIX 3HAKOB.
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1. Kypc 1no aHoHuMHOcTH U  Oe3omacHoctd B ceth.  URL:
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2. ATreHTCTBO MO cTpaxoBaHMIo BKJIanoB [calT]. URL: https://www.asv.org.ru/.
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URL: https://fedfond.ru/.
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9. Ilopran «®unrpamortax»: http://www.fingramota.org/.
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nu B Poccum [caiit]. URL: https://www.web-canape.ru/business/statistika-
interneta-i-socsetej-na-2023-god-cifry-i-trendy-v-mire-i-v-rossii/.

11. HNurtepuer-nmopran  HarmuonansbHOrOo  areHTCTBa  (DMHAHCOBBIX
ncciaegoBannii. URL: https://nafi.ru/analytics/27-derzhateley-bankovskikh-kart-
mogut-stat-zhertvami-moshennikov/.

12. Nudopmarmonno-npocBetutenbckuit pecypc llenTpansHoro OaHka
Poccniickon denepanumn «DuHaHCcOBas KYJIbTypay. URL:
https://fincult.info/articles/ostorozhno-moshenniki/.

13. Oduumaneupiii  cailt  MuHucrepctBa  (QuHaHcoB  Poccuiickoit
®enepauuu. URL: https://minfin.gov.ru/ru/om/fingram/directions/strategy/.

14. [Topran Hexommepueckoro maptHepctBa «HCTUTYT O0Opa3zoBanus u
Haykm» (HIT « MOH»). URL: https://profin.top/literacy/lichnye-finansy/base.html.

15. Buneoypokn ¢uHaHCOBOM TIpaMOTHOCTH is mKoJbHUKOB. URL:
https://www.youtube.com/watch?v=kKS5vp uzY60Q.

16. Haydano-o0pa3oBarenbHblit nopTain «IQ» HanmonansHoTO

UCCIIE0BATENbCKOTO  yHuUBepcuTeTa «Bplicmags mkona »xkoHomukm». URL:
https://ig.hse.ru/more/finance/neobhodimost-povishenia-finansovoj-gramotnosti.
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Ilpunoswcenue Ne3

TecToBbIC 3a1aHU /151 KOHTPOJISA 3HAHU A

1.

K BaMm B «1py3bs» 100aBJisieTc He3HAKOMbIi yesoBeK. Bamm neiictBus (1 BepHblii oTBeT).

a) OTKIJIOHIO ero 3asBKY.

b) [obaBito, ecnu y HAC ecTh O0IINE IPY3bsl.

¢) JHob6asmo B apy3bs! ['maBHOe - moGosbIIe apy3ei!

d) IlocmoTpro ero cTpaHUUKY U 10OABIIO B APY3bs, €CIHU HE YBUKY HUUYETO [IOJI03PUTEIHHOTO.

Bam O0nm3kumii apyr mpuciaajg BaM NUCbMO cieayiomero cogepxanusi: «I[Ipuser. B 3Tom

Mecsilie He BBIIJIATHIIN 3apIuiaTy, a y MeHsl KpeauT. Jlail Teicaqy B 1oar. CKHHb Ha KapTy.

Bamm neiictBus (1 BepHbIi 0TBeT).

a) Y MeHs y camMoro JIEHEer HET, HE CTaHy IEPEBOIUTb.

b) He ctany naBath B 10T, T0OKa HE TOTOBOPIO C IPYTOM JINYHO.

c) Ilepssrit pa3 B gonr mpocut. Cymma HeOombIas, modemy Obl He BRIpYyduTh npyra. [lepesemy!

d) He nomHto0, 9TOOBI IPYT paccKa3biBall MHE O KpeauTe. Y TOYHIO B MIEPETIHCKE, YTO 33 KPEIUT U
korja oH ero oopmui. [lociie oTBeTa nepeBeny HEOOXOIUMYIO CYMMY.

e) B monr He nam, 3Ha10, YTO TOUHO HE BEPHET!

Bbl noanucanbl Ha OGUUUAIBHBIA AKKAYHT HU3BECTHOrO 0/10repa, KOTOPbIH TOJIBKO 4YTO

ony0juKoBaia moct: «B YecTh Moero QHA poKAeHUS §1 pPelIW pa3sirparhb aiigon. lus

Y4acTHsl B pO3bITphIle NepeiuTe M0 CChLIIKe M 3aM0JTHUTE Ballli IaHHbIe». Bamm neiicTBus.

(1 BepHBIii OTBET).

a) He crany nepexoIuTh MO CCBUIKE U OTKPBIBAThH €€.

b) bByny yyacTBoBaTh, MHE KakK pa3 Hy>KEH HOBBIH Tene(oH.

¢) Cnauana nmpoBepio, He PeHKOBBII JIN ATO aKKAYHT: €CIIH €CTh «CHHSS TAJIOUKay PSIIOM C HUKOM,
TO mpuMy ydactue. Bce 6e3omacuo!

Bbl yBHaeu Ha CTpaHHIle CBOEro Apyra pemnocT ¢ mpocb0oii o ¢puHAHCOBOWH MOMOIIM HA

Oonepanui0 TAKeI0001bHOMY pebdeHky. B mpoduiae pedenka yka3zaHbl Bce JOKYMEHTHI,

NMOATBEPKAAIOIIHE JMATHO3 M He00X0AMMOCTh CpPO4YHOil omepauuu. Bol momoxere? (1

BEPHbIii 0TBET).

a) IlepeBemy meHbI'HM U CIIEIAI0 PEIIOCT HA CBOEH cTpaHuuKe. PeOeHKy 00s3aTeIbHO Hajl0 IIOMOYB!

b) Oro ckopee Bcero MOIIEHHHMKH, IIOMOraTh He craHy. Jlydiie moMory Komy-HHOYIb uyepes
MIPOBEPEHHBIN O1aroTBOPUTENILHBIN (HOHI.

¢) IlocMoTpro BHHUMATEIBHO BCE JTOKYMEHTHI, MOATBEpXkKAaroIue auarHo3. Ecmm curyarus
JEHCTBUTEIBHO TsDKEJast — OTIPABIIO HEOOJBIIYIO CYMMY.

d) Moii gpyr moMor, ¥ s nomMory! 9To yIy4IlIUT MO0 KapMy.

YacTo mox BHAOM HMHTEPHET-MAra3MHOB B CONUATBHON CeTH CKPBIBAIOTCS MOIIEHHHMKH,

MO3TOMY Tepe/l COBeplIeHHMEM MOKYNKH He00X0AMMO TIIATEJbHO H3YYHTh CTPAHMYKY

marasuHa. Bei0epere B kKakoM MarasuHe Bbl He CTaHeTe coBeplIaTh NMOKYNKY? (1 BepHbIi

OTBeET).

a) Ecnu y MarazuHa HET CBOEro caira.

b) Ecnmy MarasmHa HET BO3MOXHOCTH OIUIATUTH TOBAp MPH MOTyUYEHUH.

¢) Ecnmy Marasmna Mano HOJNMCYMKOB M HET OT3bIBOB MTOKYTIATENIEH.

d) Ecmmy marazmHa HET BO3MOXXHOCTH CaMOBBIBO3A.

Bbl akTHBHO o0lIaeTech B Pa3HbIX COUMAJBHBIX CeTAX, HO OJHOW Yy:Ke /10JIroe BpeMs He

noJjib3yerechb. Kak BbI mocTynuTe ¢ BalimM akkayHTomM? 1 BepHBIii OTBeT.

a) He Oyny ynansars, Bopyr, emie npuroautcs!

b) He 3Har0, yTO ¢ HUM AeIaTh.

¢) VYgamo ero, 3aueM OH MHE, 51 UM BCE PaBHO HE MOJIB3YIOCh.
Xouy ynainTh, HO HIOCTOSHHO 3a0BbIBa0 00 3TOM.

Bbl moayuynsam cool0lmeHne B CONMAJIBHON CeTH C NMpeNoKeHHeM KyNUThb ATPHOYTHI IJIsi

OHJIAMH-UTIPHI N0 OYeHb NMPHBJICKATEJbLHBIM IEHAM M CCHUIKOH HAa pecypc, Iie UX MOKHO

Kynuth. Bammu neiicrBus (1 BepHblii 0TBeT).

a) OKOHOMHA — 3TO Bceraa xopoimo! OO0s3aTenbHO MPOHAY MO CCBUIKE M, €CITU LICHbl MEHS
yCTpOST, CAETAI0 MOKYIKY.

b) DTo0 BCe MPOACIKN MOIIIEHHUKOB, HE OYyIy IEPEXOAUTH IO CCHIIKE.

30



¢) llepeiimy mo ccruike, OOIOCH YITyCTHTh XOPOIITYI0 BO3MOKHOCTH !
8. UYto cnocodcTBYeT MOHUKEHHIO JTUYHOI uHAHCOBOI Oe3omacHoCTH 4yesioBeka? (BbliOepuTe
BCe MOAXO/AsINe BAPHAHTHI 0TBETA)
a) MomeHHnYecKHe IEHCTBUS CO CTOPOHBI 3TI0YMBILIICHHUKOB
b) Huskwuit ypoBeHs GMHAHCOBOW TPAMOTHOCTH
¢) VYXyalleHne SJKOHOMUYECKOU CUTYaIuu
d) JnuTenbHas 3aHATOCTH Ha OJHOM pabO4YeM MECTe
9. Kakmue u3 npuBeJeHHbIX HUKe NPHMEPOB XapaKTepH3yIOT CHTYalHI0 JMBepcupuKanmu
puckoB? (BbIOepUTe BCe MOAXOASINIAE BAPUAHTHI OTBETA)
a) Pacmpenenenne Bcex UMEIOLIMXCS COEPEKEHUH MEXKIY CUETaMHU B pa3iMyHbIX OaHKax W B
Pa3NUYHBIX BATIOTaxX
b) HWrnopupoBanue nHMOPMAITUH O PUCKAX OT3bIBA JUICH3UH Y KPYITHOTO OaHKa
¢) VYBenuueHHE PUCKA YTOHA aBTOMOOHJIS M3-32 XPaHEHHsI €ro Y I0Ma, a He Ha IJIaTHON CTOSIHKE
d) Hcnonp3oBaHWE pa3lIWYHBIX WHBECTUIMOHHBIX HMHCTPYMEHTOB: aKIWH, oOnMrauuii u
WHBECTULMH B HEABMKUMOCTD
10. Kakue peiicTBUSI N0 3amUTe HHTEPeCcOB MNOTpeduTeaeil (GHHAHCOBBIX YCIAYI MOMKET
npeanpuaumats bank Poccun? (BbiOepuTe Bee MOAX0AsIIIME BADUAHTHI OTBETA)
a) OcymecTBiIeHNE IPOBEPOK ACATEIBHOCTH (PUHAHCOBBIX OpraHM3aLUK IPU MOIYYEHUH KaJlo0
OT TpaKAaH
b) OO6parenue B cyj ¢ TpeOOBaHUEM NPUHYAUTH (GUHAHCOBYIO OpPraHU3aIMI0 BEPHYTH CPEJICTRA,
nepeAanHble el moTpeduTenem
¢) Ilybnukanmsa uHGOpMaLK O OESTENbHOCTH OpraHM3allii, HAPYIIAIOUINX IIpaBa YeJIOBEKa B
(uHaHCOBOH chepe
d) Beimiata kOMOeHcalyii TOCTPaJAaBIIUM OT JIeHCTBUI (PUHAHCOBBIX MOLIICHHUKOB
11. B kakoM ciy4yae (pMHAHCOBBIH OMOYJICMEH He CMOKET OKa3aTh MOMONIb B J0CYAeOHOM
YperyJIMpoBaHuM NpeTeH3uil K (puHaHCOBO# opranuzauun? (BbIOepHTe BCe MOAXOASIIHE
BAPHAHTHI OTBETA)
a) Ecnm c MOMEHT BOZHUKHOBEHHS CIIOpa MPOIILIO MeHee 3 JieT
b) Ecnu ¢uHaHCOBBIE yCIyrn TOMY, YbU NpaBa ObUIM HapyIIEHBI, OKa3bIBAIUCH Ul BEICHHMS
OousHeca
¢) Ecnm mpereH3ust K opraHu3aliy CBsi3aHa CO CIOpPaMHU IO O0S3aTENEHOMY CTPaXOBaHHIO
aBTorpaxaanckoit orserctBeHHOCTH (OCAI'O)
d) Ecmum obpamenue 0b110 HanpaBiIeHO (UHAHCOBOMY OMOY/JICMEHY B DJIEKTPOHHOU (hopMme

OTBETLI:]—a)/2—b/3—c/4—b/5—b/6—c/7—b/8—abc/9—ad/10—ac/11—b
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lpunoxceHue Ned
@

@;’ﬂ UTOo AenaTb B c/iyvae
yTeUKUM NepcoHa/ibHbIX
AAHHbIX?

B cnyuae, ecnu Bawv nepcoHanbHble AaHHble Nonanu B

CeTb 1 OKa3annCb BblJIOXEHbI HA O4HOM MM HECKOJIbKNX
cavtax, 3¢pPeKTVBHbIMY MOTYT 6bITb CliegyroLme Mepbl.

HannwwnTte
ObpaTtuTech K 3asBleHVe B
BNajesnbLy canTa YMOJHOMOYEHHbIE

\3

PASSPORT

3aMeHunTe

ObpaTnTecb B C
P yé AOKYMEHTbI

[MloMHWTE: yTeuKy nerye npefoTBpaTuTh,
YeM YCTPaHATb ee nocieacTBus!

{e RUDN
university 32




lMpunoxceHue Ne5
J
@éﬂ Kak NpeAoTBPaTUTL KPaXy
Ln$poBOU NNYHOCTU?

[pasuna yuppoeou 2u2ueHsl

* He AennTbCs 0 cebe 60NbLUMM KONMYECTBOM UHPOPpMaLUK
B CeTu;

® CO3/aBaTb CJ/IOXHbIE U pasHble MNaposn, MNOJb30BaTbCA
MeHeZXXepoM Maposien ansa Nx Co3gaHunsa U XpaHeHUs;

e Be3je, rAe 3TO BO3MOXHO, HACTPOUTb ABYX$aKTOPHYHO
aBTOPU3aLMIO 415 BXOA4A B aKKAYHT;

e YCTAHABAMBATb TMPUIOXEHUA TONBLKO U3 OPULMANBHBIX
MarasvHoOB n BHUMAaTE/IbHO npoBepsTb,  Kakue
paspeLueHVs Bbl AaéTe YCTAaHOBMEHHbIM MPUTOXEHUSM;

e He Nepexo4nTb MO COMHUTE/IbHBIM CCblIKaM;

* ICNONb30BaTb AN MepeAayn MNo4YTOBble CepBUCHI C
BO3MOXHOCTbIO YAAINTb AaHHbIe Y NoayYaTens;

e 0653aTe/IbHO YyAaNATb U3 3N1eKTPOHHOIo MNOYTOBOIO ALLMKA
N MecceHZXXepoB NMMCbMa C NepCcoHaNbHbIMU AaHHbIMY;

e He Has3blBaTb KCEpPOKOMNUM AOKYMEHTOB K/IKUYEBbIMU
C/I0BaMU Mpu nepecbIIKe;

* HE NCMNONb30BaTb COLMANbHbIE CETU A4S aBTOpM3aUMnN Ha
canTax;

* yaNATb BCe HENCMNOJIb3yeMble aKKayHTb;

e NPV Nepecbiike KOMUIN CBOUX AOKYMEHTOB, YKa3blBaTb Ha
HUX Jaty n agpecata (nAmbo canlT, Kyaa oTnpaBasere
AAHHbIE) C MOMOLLbI BOASIHOrO 3Haka WAW NPUIOXEHHON
K $OTO AOKYMEHTOB 3anmncKu.

N RUDN
university



lpunoxceHue Ne6

AByxdakTopHasn
ayTeHTuduKaluums

MEeTOoZ NPOBEPKM, KOTOPbI NO3BONSAET YCTAHOBUTD,
YTO B aKKAyHT AeNCTBUTENLHO BXOAMT €ro Brageneuy
yepes AONONHUTENIbHOE NOATBEPXAeHNe
PAa3IMYHbIX TUMNOB AaHHbIX (pakToOpOB)

A
o £
hy@‘ﬂutn H%

/r’nfx?{f LS
I 1
& [z
1 dakTop 2 pakTop 3 ¢pakTop
mo, Ymo Mol 3Haem mo, ymo Mel umeem mo, ymo npucyue
(naposu, kodossle c1o8a u (donosnHumenevHoe mMon6LKO HaM
¢ppasel) ycmpolicmeo, Ha Komopoe (buomempuyeckue

npudem ko0 nodmeepxoeHus) nepcoHasnbHele OaHHbIe)

/ NoAKNtoUeHHan AByxdakToOpHas ayTEHTUDUKALNSA 3HAUNTENBHO YCTOXKHUT
/

| paboTy MOLLUEHHWKAaM, TaK KaK, MTOMUMO Napos, UM NoTpebyeTcs
3aMonyYnTb AOCTYN K BALLWM CMC, MOYTE UK AaXe YCTPOMCTBY.

HactonTb ABYX$aKTOPHYHO ayTeHTUPUKALMIO MOXHO

B HACTpoOWKax 6e30onacHoCTH

Ecnm BaM Ha MOBUNBHLIN TenedoH BHe3arnHo NpuLLIO
J yBeJOM/IEHVIE O MOMbITKE BXOAAa B Ball akKayHT -

HeMeA/IleHHO CMeHWTe Maposib OT akKKayHTa

B cnyyae ytepu TenedoHa 3BOHUTE MOBUILHOMY
J orepaTopy v 61oKNpyrTe CMM-KapTy
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